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Chapter 1. Introduction

1.1. Purpose

The purpose of this document is to explain the procedures of the MONARC method by describing
the various steps offered by the tool.

1.2. Other documents

* Quick Start: Provides a quick start guide about MONARC.
o * User Guide: Provides the complete documentation of the tool.

* Technical Guide: Provides the complete technical documentation of the tool.

1.3. Syntax used in the document

o All numbers displayed in white on an orange background are used in print-screen
views to provide additional explanations. Explanations are always after the view with
the corresponding numbering. i.e. 1.

Reference  MONARC Reference

1.4. Syntax used in MONARC

:_I The three-dot menu icon brings up the menu items.

Create/add something in context (assets, recommendations, etc.).

{b Most fields of MONARC display additional information when the pointer stays
unmoved for some time.

Export any table (.csv) or graphic (.png).

s
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Chapter 2. Monarc Method

MONARC is an iterative and qualitative method of risk analysis in four stages; broadly inspired by
ISO/IEC 27005.

2.1. Iterative Method

MONARC uses an iterative method which enables the pragmatic progression of risk management.
As recommended by ISO 27005, this method allows the user to focus on the essentials initially and
then perform successive iterations to expand or refine the scope, addressing more technical aspects
as needed. The tool’s optimized risk models, provided as standard, support this type of risk
management.

( )
Context
/ Establishment \
( Implementation and Context

monitoring Modelling

Evaluation and
treatment of risks

1. Context establishment: Definition of the target of the risk analysis, establishing and describing
the context, defining the risk analysis criteria and the structure of the risk approach.

2. Context modelling: Development phase of the risk model. Once the primary assets have been
identified, they should be broken down into support assets based on priority. The most common
assets are available in the MONARC knowledge base, enabling default risk identification. This
type of identification may be sufficient in an initial risk iteration; however, it is the
responsibility of the risk expert to provide the comprehensive model.

3. Evaluation and treatment of risks: Risk assessment involves establishing the level of threats
and vulnerabilities of the context type under review. The processing of risk entails proposing
security measures which tend to lower major risks to acceptable levels and to accept low risks.

4. Implementation and monitoring: The current MONARC version provides follow-up views in terms
of the implementation of recommendations. Monitoring involves regularly reviewing
significant changes within the risk analysis context, as well as any major external changes that
might necessitate a redesign of the analysis iteration.
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2.2. Qualitative method

MONARC is a Qualitative method,

o The risk parameters are determined on a contextual digital scale which enables
the risks to be prioritised.

This approach is based on ISO/IEC 27005, as it provides an easier framework for understanding

non-tangible criteria related to impact and consequences, such as reputation, operational, and legal
factors.

2.3. Method broadly based on ISO/IEC 27005

The illustration above displays the similarities between ISO/IEC 27005 and MONARC.

Context Context

establishment establishment

f’Risk assessment \

: |

| .y . .ps . :

Conteftt : Risk identification |

modelling | :

) : |

| :
--------------------------------------- 1. —

Risk analysis i

Risk evaluation |

( | |
Evaluation and ‘ | !
treatment of risks : . |

| :
J e —— e ———— ’l Risk decision point 1 r

Risk treatment ‘

Implementation ‘ Risk monitoring ‘
and monitoring and review

The sub-stages provided by the method are also in line with ISO/IEC 27005:
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e Risks analysis context
e Evaluation of Trends and Threat, and synthesis
Context  Risks management organisation
establishment * Definition of the risk evaluation criteria

Deliverable: Context Validation

* |dentification of assets, vulnerabilities and impacts
appreciation

Context * Synthesis of assets / impacts
modelling

- Deliverable: Model Validation -+ — -+ — - -

* Estimation, evaluation and risk treatment

Evaluationand e Risk treatment plan management
treatment of
risks

Deliverable: Final Report / Decision point

* Management of the implementation of the risk

Implementation treatment plan

and monitoring

—— Deliverable: Implementation Plan ——— -

2.4. Access to methodology screens

Access to the views of the various stages of the method is provided by clicking on the numbers 1 to
4, which are displayed under the Breadcrumbs in the main MONARC view. The ISO/IEC 27005
processes are implemented via the views.

= Home > My Analysis

1

Risk analysis ~
Y i .
My Analysis .
Risks analysis .
Expandall /  Wrapal
Q= ’ = Information risks Operational risks

A My Analysis

arect
+| Department 84 information risks Risk threshold (on max CIA) (@) O O M o treament v Q0 42 ¥ MAXrisk v Descending ~
Assets library ~
Impact Threat Vulnerability Current risk ;
Q seachan s Asset Treatment  ReSGUal
c 1A Label Prob. Label Existing controls Quait. ¢ 1 A

+ Fundamentals

+ EBIOS Administrator . ; i Not
Adminstrato Forging of rights Authorisation management i flawed et
Administrator . Not
il - Forging of ights ~ Userauthentication is not ensured N
Administrator - Forging of rights - The user workstation is not monitored Not
workstations treated
Administrator . Retievalofrecycledordiscarded | Presence of residual data unknown to the user of . . Not
workstations media reallocated or discarded equipment treated
Administrator | vaware infection  Programs can be downloaded and installed ) Nt
workstations without monitoring treated
Administrator . Not
il - Malvware infection ~ Update management (patches) is flawed N
Administrator - Malware infection ~ Nodetection system of malicious programs Not
workstations treated
Administrator | Re——— No procedures for system install and . S Nt
workstations configuration treated
Backup Backups are not carried out in accordance with Not
management - | Eaquipment malfunction or failure the state of the art - - © treated
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2.5. Details of the stages

= Home > My Analysis

Context Establishment

Risks analysis context (2)

Evaluation of Trends and Threat, and synthesis

Risks management organisation

Definition of the risk evaluation criteria

Deliverable: Context validation
= Home > My Analysis
1

Risk analysis

Expandall /  Wrap all

Q
A My Analysis
= Home > My Analysis
1
Risk analysis

Expandall /  Wrap all

Q
A My Analysis
= Home > My Analysis
1
Risk analysis

Expandall [ Wrapall

Q

A My Analysis

+ Department

My Analysis

Risks analysis

Information riskj

My Analysis

Risks analysis

Information risks

My Analysis

Risks analysis

Information risks

84 information risks

Operational risks

Risk threshold (on max CIA) (@) (@]

Context modeling
Identification of assets, vulnerabilities and impacts appreciation

Synthesis of assets / impacts

Deliverable: Model validation

Evaluation and treatment of risks

Estimation, evaluation and risk treatment
Operational risks
f Risk treatment plan management

Deliverabl ial report

Operational risks

ol

Risk threshold (on max CIA) (@) O

v2024-11-25

MAXrisk ¥ Descending

Qo @

Implementation and monitoring

Management of the implementation of the risk treatment plan

Deliverable: implementation Plan

- Q S ¥ wAxdsk v Descendng ~

1. Ticking the boxes enables the user to develop the progress status of the method

2. Clicking on the heading provides access to the management contextual sub-screen

NC3 Luxembourg
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Chapter 3. Context Establishment
By clicking on number 1, the following menu appears:

= Home » My Analysis
¢(———_———0

My Analysis

CﬂntEKt EStahIIShme"t My Analysis - for demonstration purposes

D Risks analysis combext 1
Operational risks

2 :l Evaluation of Trends and Threat, and synthesis

D Risks management organtsation

Sk threshold (on max CI4) (@) O O I <eyvores

D Definition of the risk evaluation crileria | - Q @ i MAX risk ~ Descending ~

Deliverable: Context validation | =

Vulnerability
+ Fundamentals

+ EBIOS 3 Existing controls

1. Link to the contextual management pop-ups, see the following chapters.

2. Checkboxes indicate that a selected stage has been completed. This feature helps track the
progress of the risk analysis project and displays the risk representation graph on the
dashboard.

3. A link enables the generation of the context deliverable (Context validation) Validation of the
context for validation. As part of a consultancy assignment, for instance, it may be helpful to get
the client to validate it.

3.1. Risk analysis context

This view offers text encoding and formatting functions, enabling the risk analysis target to be
contextualised with well-formatted texts that will be documented in the deliverables.
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Risks analysis context

B I & [ £ iE e
Ganeral Considarations Additional information
TS s Ciiplion
General considerations: \Whal is the purpase ol the
?t;hn"cnscnw approach INfOAMANoN SECUNtY Misk Management 7 15Ms
fipon Managemeni, preparation of  business continuity
— plan o incident response plan , legal compliance.

Ties! gescriplion Rk mananement apgroach’ ongaing feration,

Scope and boundaries prostskon of FEsOurces.

Tesi gescription Basic Creena:
- Risk evaluation crilérii Thes process Siraegic vake
or infarmation, kegal obligations. reguialony
Tequirements. of contraciuals.
- Impact oitena’ Consequences on busness, image,

I .

- Risk acoeptance critér | ROSH [Retumn On Sécurity
Invesiment), kegal and reguiaiony aspects, fulure
SECUNITY MisH MANAJEMEn, COMPanTy Salegy
Scope and boundaries: Activity. business processes,
arganization’s objsctives, limis and exciusion of the
analysis (peographical, lomcal ), Iegal requirements
SOCHD-CULINAl ENWRDRMENE, othar fegqUIFements.

General Considerations: o

Fisk management approach

1. Access to the text formatting functions (bold, italics, paragraph, text size, etc.). The quality of the
encoding has a direct impact on the quality of the deliverable.

2. To display or delete the help area.
3. Help area on the content which is recommended for data entry (Additional information).

4. Chapters recommended by ISO27005. Clicking on the label will place it automatically in the data
entry area.

3.2. Evaluation of the trends, threats and synthesis
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Evaluation of Trends and Threat, and synthesis
1 P

Trends assassmant Threats assessmant

What is the purpose of your erganization?

‘What is the: progression of your business in recent years?

‘What is the evolution of the sxtemal envircnment (competition, marcet evolution, laws, #ic. |7

What might be the aTIck reasons on your structure?

What are your Mot IMportant BUSINess processes?

This stage is divided into three parts to structure the data collection needed for understanding the
analysis context. It is recommended to lead a working group of 5 to 10 people (depending on the
organization), bringing together management members, IT staff, the risk management department
(if applicable), and heads of departments or key personnel.

1. Trends Assessment: MONARC provides a series of questions to establish the context from a very
general perspective (see Trends Assessment).

2. Threats Assessment: It allows threats to be reviewed from a general perspective and, if
necessary, to be evaluated by default in the future model (for more information, see Threats
Assessment).

3. Summary of key points determined during stages 1 and 2 (for more information, see Summary).

3.2.1. Trends Assessment

The assessment of trends provides a series of questions to establish the context from a very general
perspective. These questions highlight the selection of key assets which must be taken into account
during the analysis, the security criteria, as well as a few indicators concerning the motives of the
attack and the external context of the target. This list is not exhaustive; you can add questions of
your choice at the end of the page.

3.2.2. Threats Assessment

The assessment of threats, in a similar fashion to the assessment of trends, takes the form of a
meeting involving key personnel in the organisation. The goal is to review the majority of threats
by gathering information from the past and examining the general observations made by the
group. The objective is to reach a consensus on the likelihood of each threat, using a scale that is
easy to interpret:

» Relatively -: Never occurred, really not likely
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* Normal n: No clear position, no opinion
* Relatively +: Already occurred

* Relatively ++: Already occurred on one or two occasions The security expert is responsible for
converting the consensus into a probability value of 1 to n which shall be used in the model.

Evaluation of Trends and Threat, and synthesis

1

Trends assessment Thresdls assessment Summany

Threats analysis - 1/ 30 e Error in use -

Thomok: COMPIOITISE OF AUNCHons. e

Deseription; A person commits an operaing emor, input emor or Willsation emor on hartware or software. o

Comments

Click on the Threats assessment tab.

Heading of the threat.

Information on the threat.

Observation to encode, information gathering from a group of people.
Information on the security criteria affected by the threat.

Selection of the trend, determined by group consensus.

Selection of the probability deduced from point 6 by the security expert.

The option to run the threats in the model later, after they have been developed.

© ® N e G ks w o=

Save the information and browse the threats.

a For points 7 and 8, you have to set the scales of your risk analysis to unhide this
funtion (see Definition of the risk evaluation criteria)

3.2.3. Summary

Similar to the context of the risk analysis, this view allows the user to summarize the relevant
information gathered during the assessment of trends and threats. This text enables the user to
enrich the deliverable.
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Evaluation of Trends and Threat, and synthesis

Trends assessment Threats assessment Summary

| B I | 7

Additional information

CIA criteria trends?

Internal / external attacks?
User Errors?

The most likely Threats?
Threats not to be considered?

3.3. Risks management organisation

This view enables the user to encode the information in the context of the risk management, for
instance, concerning the roles and responsibilities, the stakeholders, etc.

Risks management organisation

Additional information

Ongoing risk assessment organization

Roles and responsibilities

Conflict resolution and escalation paths.

o For more information, please see Chapter 7.4, of ISO/IEC 27005:2011

3.4. Definition of the risk evaluation criteria

This involves personalising the scales, impact criteria, and consequences. MONARC provides values
by default which can be personalised depending on the context. All the scales can be modified and
the levels personalised. However, it is no longer possible to modify the scales when an assessment
has been encoded.
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3.4.1. Impact scale

= Home > My Analysis > Evalualion scales

malion risks perat "
IMpacts and conpEquEnces Lol [0-4] o
» ﬂ-m—:-uux-;u'\e o =

Impacty Comiegoencen

Confiowntiainy tsgeity J— a— Y e opeaatienal @) Lagal @ S—

Honesdshent impaict Honeesient impac Honesistent impact
©  Thecorfcenitaty crienion it The istegriy creenion s et The grasatiy crienon s not Mo conseuenCes Mo pormEgUECES Ho consequEnces ] L
rponan mportan Tponant

\Weals impart, insignaficant
. L Ve ampact mgrecant -

ﬁc"'_'u"‘”"‘"‘"'::f"’"dﬂ-' WENOWLB  asarany which e ncoevenient e My nicEN, WU iy rnca i:&:::l::?clmrwdm! ™ Faings some maninai ioes [mone of

. el vbaratnn e whah o B Rt vy FarTEL A e * - O CSHOmers: Ary prosecution shouid be fuie Ses MEVerLE) o

shenidn Be outiside e company. Mot maall o lelier siskeholan

P =

-+ Iniemal phone dineciony

Apaniaton’s e,
5 Exarry

. Click to modify the number of scales.
. Click on Show hidden impacts to show or hide the criteria not used in the analysis.
. Click on the symbol to hide an unused column.

. Click on the New column name to add a new impact criteria.

[ Y N O N

. Click to edit the headings of each scale.

Managing the headings is similar to working with an Excel table. By clicking on a
o heading, you can edit it. Clicking on another heading will automatically save the
first one, and so on.

By default, the impact and consequence scale includes the following criteria:

* Confidentiality
 Integrity
 Availability

* Reputation

* Operation

* Legal

» Financial

* Person (impact on the person)
It is also possible to add personalised consequences as well as impact criteria.

The same scales are used to assess both information risk and operational risk; the difference lies in
their interpretation:

« The information risks are evaluated on the CIA™ criteria by taking into account the ROLFP"
consequences.

« Operational risks are directly evaluated on the ROLFP™ criteria
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3.4.2. Likelihood scale

v2024-11-25

The scale of threats is used to calculate information risks and the probability of scenarios relating
to operational risks

1

(the EUJ, NATO, national...)

Likelihood scale: [0 -4] n

0. Impossible

1. Wery unlikely: never happened, requires a high level of expen knowledge, of it is very expensive 1o exscute.

2. Unlikely: might have happened, rare phenomenon which requires a good level of expert knowledge, or it is expensive to execute.
3. Could happen occasionally

4. Very likely: easy to execute, no mentionable investment or knowledge necessary

Vulnerabilities scale: [0-5]

0. No vulnerabiliies.

1. very weak vulnerability. Some effickent measures have been already taken, and their effectiveness is controlled.
Very high maturity: Good practices are implemented and frequently verified.

2. Weak vulnerability. Some efficient measures have been already taken,

High maturity- Good practices are implemented.

3. Awerage vulnerability: Some measures have been already taken, even though they could be better.

Average maturty: Good practices are implemented without searching a better way.

4. Strong vuinerability: Some measures have been already taken_ even though they are ineffective or unadapted.
Low maturity: Good practices aren't implementad, but there are some positive reactions without any thoughts.

5. Wery strong vulnerability: No measures have been implemented,

ery low maturity or no maturity at all.

1. Click to modify the number of scales

2. Click to edit the heading on each scale (Management identical to the impact scale).

3.4.3. Vulnerabilities scale

The scale of vulnerabilities is only used for calculating information risks.

NC3 Luxembourg

IRea"f" strong imp‘a"lﬂ- unbearabie. Really strong impact, unbearable.

Or;h;ﬂ:%ﬂiﬁ:ﬁ;ﬁm{ﬂ deadly ham Unavaiobilty which asks: some Death of someone.

E)?arnple' : Really strong impact, unbearable. drastic efforts to recover, or even Definitive degradaiion af the

- Secret or really sensitive goggpugn whicn C?\?Emml E-mec overed Il_'E‘.n e company or staff reputation
information leaks. g a permane me. pie . ] . Internationnal media coverage.
¥ Classified information by the law - important mepdmums time periods

. consider as unbearabie.
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Really strong impact, unbearable.
Information leaks almost deadly harm R W Mo

organization’s interest. Death of someone.

; Really strong impact, unbearable. drasfic efforts to recover, or even o )
4 Exampie. . Corruption which can't be recovered  final. Definitive degradalion of the
- Secret or really sensitive ar bi ; . company or staff reputation
: A ng a permanent downtims, Example: p i
information leaks. . ] : Internationnal media coverage.
- Classified information by the law - Important maximums time periods
consider as unbearable.

(the ELI, NATO, national...)

1

Likelihood scale: [0-4]

0. Impaossible

1. Wery unlikely: never happened, requires a high level of expart knowledge, or it is very expensive 1o execute.

2. Unlikely: might have happened, rare phenomenon which requires a good level of expert knowledge, or il is expensive to execute,
3. Could happen occasionally

4. Very likely: easy to execute, no mentionable investment or knowledge necessary

Vulnerabilities scale: [0 -5] o

0. No vuinerabilities,

1. Wery weak vulnerability: Some efficient measures have been already taken, and their effectiveness is controlied.
iery high maturity: Good practices are implemented and frequently verified.

2. Weak vulnerability: Some efficient measures have been already taken,

High maturity. Good praclices are implemented.

3. Average vulnerability: Some measures have been already taken, even though they could be better.

Average maturity; Good practices are implemented without searching a better way.

4. Strong vuinerability: Some measures have been already taken, even though they are ineffective or unadapied.
Low maturity: Good practices aren't implemented, but there are some positive reactions without any thoughts.

5. Wery strong vulnerability: No measures have been implemented.

ery low matunty or no maturity at all.

1. Click to modify the number of scales

2. Click to edit the heading on each scale (Management identical to the impact scale).

3.4.4. Acceptance thresholds

There are two separate tables for acceptability thresholds, as operational risk and information risk
are calculated differently. Information risks are calculated using three criteria:

Acceptance thresholds of information risks

eV
8 o 1 2 3 4 & 6 8 9 10 12 15 16 20
o 0 ¢ 0 0 O 0 O O O 0 O 0 0 O
‘g R=1x(TxV)
E_ 1 0 1 2 3 4 5 6 8 8 10 12 15 16 20
2 0 2 4 & & 10 12 16 18 20 24 Eﬂn R- Risk, I Impact, T. Threat, W. Vulnerabdlity
2 0 + [0 (s e [5]f2 s vl 7 B E2EAEAE) (2]
+ o« s ujs s |« CIEICIDICICIN

Acceptance thresholds of operational risks

Probability
3 o 1 2 3 4
& 0 0 0 ©0 0
.:"; R=I1xP
E 1 8 1 2 3 4
e B 2 o 2 4 B 8 R: Risk, I: Impact, P: Probability
: > [os SIEIE o
B E=En

1. Modification of threshold levels of informations risks. The table displayed above (as well as the
risk analysis tables) is updated automatically.
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2. Information risks are calculated using three criteria: Impact x Threat x Vulnerability.

3. Modification of threshold levels of operational risks. The table displayed above (as well as the
risk analysis tables) is updated automatically.

4. Operational risks are calculated using two criteria: Impact x Probability.

3.5. Deliverable: Context validation

This deliverable includes all information gathered and entered in the context establishment phase.
It can be used to validate the information provided by the client, before initiating risk
identification. A form has to be filled in. When the user clicks on Save, a Word file is generated.

Deliverable

Cancel Save
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[1] CIA,Confidentiality, Integrity and Availability.
[2] rolfp,Reputation, Operational, Legal, Financial and Personal
[3] rolfp
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Chapter 4. Context Modeling

By clicking on number 2, the following menu appears:

= Home > My Analysis

Context modeling

My Analysis
Risks analysis

[] 1dentification of assets, vulnerabilii

nformation risk{

voct
0 information risks Risk threshold (on max C14) (@) O O.@ . Typecetatement v Q) % MAXrsk ~ Descending ~

e are no risks for this instance, or your filters refumed no results

4.1. Identification of assets, vulnerabilities and
Impacts appreciation

4.1.1. Identification of assets

Clicking on the link Identification of assets, vulnerabilities and impacts appreciation generates
the main view of MONARC. The goal is to create a risk model using assets from the library. The
modelling principle involves placing the primary asset analysis at the root, followed by the
supporting assets that comprise its components. The context establishment phase is used to
determine the primary assets that will be analyzed.

At this stage of the analysis, certain secondary assets may already be identified. By default,
MONARC offers a Front Office and Back Office structure , although this is optional. The
construction of the model must follow a contextual logic, with assets and terms reflecting the
organization’s specific terminology. To achieve this, users should feel free to rename the default
assets provided by the library.

Principe of the front office/back office structure
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= Home » My Analysis

Risk analysis :
My Analysis .
EIFIEI'IU all , 'I."."I'HP all hl‘gl .ﬂ.l‘!:l.l'.'S.IS - Tor demonstration PUrpases [ ]
Q Searchan asser Information risks Operational risks
& My Analysis
N Em 84 information risks Risk threshiol
- [Front Office
Semnice office
& Employees Impact Threat
& User workstations Asset
o e c 1A Labal
+ Specific software
. Back Office ;""&";;‘:Eg’ - - - Forging of nighls
& Building
Administrator B
& IT room mﬂlmS = = = [Forging of nghis
& System administrator
Administrakor -
. Adminisirator workstations Forging of rights
workstalions Adminisirator ___  Retmeval of recycled or discarded
£ Server management workstations media
Backup p
e Adminisirator .
* 7 management workstations Malware Infecton
& Network and Telecom
Administrator Matware infection
& IT arganization workstations
& Software development Administrator ’
workstations Mahwvare infection

1. The Front Office represents the “user” side; for instance, in a Human Resources department,
this includes employees and the full IT system they access, such as office space, workstations,
hardware, software, and personnel.

2. The Back Office, on the other hand, represents the IT and organizational infrastructure shared
across the organization, including facilities like buildings, data centres, networks,
administrative roles, and common policies.

4.1.2. Impacts appreciation

For each primary asset, the impact and consequences which may apply must be defined, if the risks
in the model arise. By default, all the supporting assets will inherit these impacts, but it is also
possible to redefine them.

When the primary asset is a service, then the C (Confidentiality) and the I (Integrity) refer to the
most sensitive information of the service in question. A (Availability) refers to the service and the
information, based on the principle that if the information is available, the service will also be
available.

When the primary asset is the information, there is no ambiguity regarding the CIA criteria - it
refers to all the information.

In certain rarer cases, if the C associated with a service conveys the confidentiality of the operating
procedure (e.g. manufacturing process), the user just has to express the assets in the model
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separately in the form of an informational asset and a service.

Edit asset

Consequences Show hidden consequences

Reputation (&) Operational @ Legal (@ Financial (@ Personal @

Confidentiality 3 - Unknown - 3 ¥ Unknown ¥ Unknown ~

Integrity Unknown ¥ 1 v Unknown ¥ Unkaown ¥ Unknown

Availability Unknown v 1 ~ Unknown ~ Unknown ~ Unknown ~

Cancel

The value of the CIA criteria is deduced automatically according to the ROLFP consequences or
other associated consequences, using the highest applicable value. For example: in the case above,
the confidentiality impact level of 3 is set because the highest ROLFP value related to confidentiality
is 3, representing the impact on the individual.

4.2. Summary of assets/impact

The summary of the assets provides an explanation that justifies the selection of assets and their
impact on the deliverable.

Synthesis of assets / impacts

Additional information

Identified primary assets?
Security criteria?
Main supporting assets?

Feature of the modeling?
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4.3. Deliverable: Validation of the model

This deliverable covers all the significant primary assets of the model.
o Those on which the impact is reported as well as the asset summary.

A form has to be filled in. When the user clicks on Save, a file in Word format is generated.

Deliverable

Cancel Save
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Chapter 5. Evaluation and treatment of risks

By clicking on number 3, the following menu will appear:

= Home » My Analysis

Risk analysis HR Department o o Evaluation and treatment of risks o
Department as an entity that ° Confidentiality: 3 Availability: 1
Expand all Wrap all regroup persons ° i
[[] Estimation, evaluation and risk treatment
Information risks Operational risks [) Risktreatment plan management
A My Analysis Deliverable: Final report
+ HR Department arecton
+ Production Department 84 information risks Risk threshold (on max C14) (@) (@) (@) . Keywords Tyeedetatement v Q49 ®  MAXrisk ¥ Descending ~
Assets library ~
Impact Threat Vulnerability Current risk .
Residual
Q Asset Treatment oyt
c 1A Label Prob Label Existing controls Qualif. ¢ 1 A
+ Fundamentals
+ EBIOS Ag"l‘s“i“’;:z 3 1 1 Forging of rights - Authorisation management is flawed
Administrator 3 1 1 Forging of rights | User authentication is not ensured ot
workstations treated
Administrator 3 1 1 Foraing of rights . The userworkstation is not monitored Not
workstations treated
Administrator 5 4 4 Retrieval of recycled or | Presence of residual data unknown to the user . i Not
workstations discarded media of reallocated or discarded equipment treated
Administrator 31 1| 1 | Maware infection | Programs can be downloaded and installed . S Ne
workstations without menitoring treated
Administrator Not
famnstreto 3 1 1 | Mawareinfection - | Update management (patches) s flawed -
Administrator 31 1 Malware infection -~ No detection system of malicious programs Mot
workstations treated
Administrator a |11 Abuseorgns No procedures for system install and . S Ne
workstations configuration treated
Backup Equipment malfunction or Backups are not carried out in accordance with Not
301 1 - - - - )
management failure the state of the art treated

Clicking on the link Estimation, evaluation and risk treatment will generate the main view of
MONARC.

5.1. Evaluation and treatment of risks

Home > MyPrint [EN]

MyPrint [EN] .
[ ]

Expand all ¢ Wrap all MyFrint [EN]

€1, seaich an asset nformation risks

A MyPrint [EN]
+1 loT Rnkmmmqmmt:m@ O O ..; * -0 & *
+ Friniing departrmen 163 InfDrmaIIDn
+ Computer graphics department— TISKS
+ GOPR kegal azagations

Impact Threat Vulnarability CuUrTEnt nisk

WX risk = Descending -

Asset Treatrment nihuﬂl
L c 1A Label Prob. Label Existing controls ‘Guald, c | A
Authonsation
Wisar Fonging al N
+ EBIOSF wekstations 1 3 2 rights 3 anaa:_g'?emem L] Ho acoess conirol 5 15 == el on 9
Users are not made
FPriming . Thet: pESCN IN place 0oes not want ramning
operains 1 2 3 Emorinuse 3 xﬁfflnfﬂmlm He I5 retining soon 4 12 24 £l
Frintng Mo T charier
peer % 1 2 3 Ermorinuse 3 '.alp:.lr!.'ngme niesed Mo chaner in place 4 12 24 Reduction K

The previous phase provided the impact criteria information; now it is necessary to evaluate
threats and vulnerabilities in order to calculate risk levels.
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5.1.1. Assessment of the probability of threats

If the threat assessment made while establishing context provided probabilities (see Threats
Assessment), it is necessary to return to this screen to run all the threats of the model.

1. Prob.: Then, when reviewing the model’s risks, the default values may all be revised
individually.

5.1.2. Assessment of vulnerabilities

2. The level of vulnerabilities depends directly on the existing controls. It is necessary to describe
all these measures in a factual manner.

3. The qualification of the vulnerability can be set according to the existing controls.

5.1.3. Risk processing

4. Processing risks in MONARC, by clicking on Not treated, involves, in similar fashion to ISO/IEC
27005, making a decision so as to process. There are four ways to process the risk:

o Accept: The risk is accepted in its current form. No additional action will be initiated.

o Modify/reduce: Measures are put in place to reduce the risk to an acceptable level. The
reduction level is then evaluated in order to calculate the residual risk.

o Share: in the case of insurance, for example. This type of processing is specific, as it tends to
reduce the risk impact and not the vulnerability. The residual risk cannot be calculated.

o Deny: The cause of the risk is eliminated; after processing, the risk must not longer be

present.
o It is also possible to add a recommandation to implement see Risk information
sheet in user guide.

5.2. Risk treatment plan management

All risks covered by one of the four procedures described above are registered in the risk
management plan, irrespective of whether they are information risks or operational risks. The
calculation formula is not the same for both types of risk; therefore, it is the importance of the
recommendations which establish the order of risk. Nevertheless, it is possible to reset the order of
the risk processing plan before generating the final deliverable.
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Risk treatment plan management

Reset positions

Recommendation . Asset Existing controls Currentrisk  Residual risk

Authorisation Administrator workstations  No procedure
Implement a procedure for the authorisation management

Monitoring . The
Implement e a monitoring of the workstation

are not monitored

Program management

implement a white list of the program which have been approved by the IT No measure

ini: right
Remove the administs right from the of the users

There is no p

Patch management
Checkif the patch are really applied

dle  He  ae sl o)

Administrator workstations  The patch are normally done in automatic

5.3. Deliverable: End report

The deliverable contains a complete list of all the information gathered and entered in MONARC,
including that contained in the two previous deliverables. A form has to be filled in. Moreover, it is
possible to add a summary of risk evaluation. When the user clicks on Save, a file in Word format is
generated.

Deliverable

Draft

Template *

Summary of risk evaluation

B I}

Cancel
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Chapter 6. Implementation and monitoring

By clicking on number 4, the following menu will appear:

= Home > My Analysis

1

Risk analysis HR Department ° o Implementation and monitoring o
Department as an entity that : Confidentiality: 3 Availability: 1
Expand all Wrap al regroup persons i
[ Management of the implementation of the risk treatment plan
Q Deliverable: Implementation Plan
Information risks Operational risks
A My Analysis
+ HR Department . . . drecten
F] Procuction Deparment 84 information risks Risk threshold (on max CIA) (@) O OB o Tpedevatement v Q £) ¥ MAXdsk ~ Descendng ~
Assets library ~
Impact Threat Vulnerability Current risk Residual
Q, Search an asset Asset Treatment Tk
c 1A Label Prob. Label Existing controls Qualif. = ¢ 1 A

+ Fundamentals

+ EBIOS Administrator a1

workstations

Forging of rights. 3 The user workstation is not monitored The workstations are not monitored 5 15 15 Reduction 18

workstations

Programs can be downloaded and installed

Administrator 3 1 1 Forging of rights 3 Authorisation management is flawed No procedure 4 H 202N Reduction 9
Administrator | 5| 4| 4| Malware infection 2 No measure 5 100 0 Reduction 0
workstations without monitoring
AdMINSUAtor 5 4 4 | Apuse frights L MNoprocedures for system install and There s no pracedures s . o o -
workstations configuration treated
Administrator 54 4 yaare infection 2 Update management (patches) is flawed The patch are normally done in 2 12 4 g Mot 12
workstations automatic treated
Administator 544 yaare infection 2 Nodetection system of malicious programs Antivirus installed and up to date 2 12 4 g4 Mot 12
workstations treated
Administrator 3 1 1 Forging of rights 3 Userauthentication is not ensured No password policy 1 9 3 B Mot 9
workstations treated
Backup Theft or destruction of media Backup media are not stored in a suitable The backups are well managed Not

3 11 3 1 s 3 i 9
management documents or equipment place following the good practices treated
Administrator Retrieval of recycled or Presence of residual data unknown to the user Not
workstations 3011 giscarded media 1| of reallocated or discarded equipment A procedure is implemented 2 ® treated @

This view goes beyond the ISO/IEC 27005, as it enables the user to manage the follow-up to the
implementation of the measures.

Implementation of the risk treatment plan ’
{9 Open the implementation history o e e o e 3
@ Recommendation Imp. Comment Manager Deadline Status Actions
P Rec 12 )
@ Designate a DPO compliant with the GDPR - X Carming @

¢ Rect0 comng  [A

Implement rigorous access control including the need to know ¥

y Rec 14
@ identify the personal data necessary for the purpose of the processing and jJustify why each e Coming m
category of personal data |s essential x

This is a recommandation established before.
You can put a comment for the implementation of the recommendation.
For each recommendation you can set a manager.

For each recommenddation you can set a deadline.

SR

Click on the icon [4} to implement the recommenation and switch on the following view.
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= Home > My Analysis » Implementation of the risk treatment plan > Recommendation

: ®
:
- & Btk to the fist *
wpand a Weag
a Authorisation
Implement a procedure for the autharisation management
A Wy Analysis
. At Threat ‘Wulnerabiity Existing cantroin Carrem risk Maw controin Awsidual risk Actizmt
+ HF Deparment
* | Proda et
’ BelT e T JICT O MD14 - Forging of nghts 1165 - AUThortsaton Managament 5 fawed MO plocetiae - o g a 2
e -
Q I+
+ Fundamenials
+ EBIO%

1. Set the new control, now in place. It will replace the old one in the risk analysis and also replace
the old current risk by the residual risk.

2. Definitively validate the measure by clicking on icon &

o Follow the same procedure for each recommendation. After that go to your risk
analysis and make a second iteration.

6.1. Implementation history

All validations are stored in history and can be consulted:

= Home > My Analysis » Implementation of the risk treatment plan

z

Implementation of the risk treatment plan

Q J‘:| Cpan tha implementation |-|>:,_|--,-o
A WMy Analysis U'f Recommandation bmp. Commnt Manager Daading S ALton
Daa
=% Nannbring - Cistting
*| HR Dy W implement ¢ a menitong of Be workstatien eting (B
+  Prodo
1 Progeam m: o - em Canming
= w Implermend 3 white il of the program which have been approved by the IT department L ) E
o\ = Adminanraor right S E
Fund - gt I adrrarasiratsr rghe froms the wercitations of te usens
* Fundamanisis
+ gmios
-t Fanch managemess = P . Cansray
-4 Checi i the pansch are really apphed e E

1. Click to view past recommendations
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= Home > My Analysis » Implementation of the risk treatment plan > Risk sheet

R ————————

RESETEES ~ & Backiothe list
Expandall / Wrapall N
a Implementation history
A My Analysis By Recommendation Risk Implementation comment  Risk before  Risk after
\ Data Asset type: OV_POSTE_FIXE - Ordinateur de bureau
. === Authorisation Asset: Postes de travail admin
- * HR Department Implement a procedure for the authorisation management Threat: MD14 - Usurpation de droits
I Jéréme Lombardi Comment: Vulnerability: 1166 - La gestion des autorisations comporte des failles 9
+ Production Department Deadline: Treatment type: Reduction
Manager: Existing controls: No procedure
Assets library ~ New controls:
+ Fundamentals
+ EBIOS

6.2. Deliverable: Implementation Plan

The deliverable contains the recommendations to implement table and the implemented
recommendations table. A form has to be filled in. When the user clicks on Save, a file in Word
format is generated.

Deliverable

Cancel
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