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Chapter 1. Introduction

1.1. Purpose

The purpose of this document is to help you get started quickly with MONARC. The Quick Start
Guide outlines the tool’s main features and shows the essential steps for addressing risks using the
default settings.

1.2. Other documents

* User Guide: Provides the complete documentation of the tool.
o * Method Guide: Provides the complete documentation of the method.

* Technical Guide: Provides the complete technical documentation of the tool.

1.3. Syntax used in the document

o All numbers displayed in white on an orange background are used in print-screen
views to provide additional explanations. Explanations are always after the view with
the corresponding numbering. i.e. 1.

Reference MONARC Reference

1.4. Syntax used in MONARC

:_I The three-dot menu icon brings brings up the menu items.

Create/add something in context (assets, recommendations, etc.).

{b Most fields of MONARC display additional information when the pointer stay
unmoved for some time.

Export any table (.csv) or graphic (.png).

|I4=
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Chapter 2. Creating the first risk analysis

After clicking on Create a risk analysis,

Create a risk analysis

@ Ligd of righs models O Exigling rigk anakygis

Cancel

the following pop-up appears:

Create a risk analysis X

&

o

o @ List of isks models O Existing risk analysis

Elank model -
2 J
o @ EE English -

o B My Risk Analysis
e @ My first test risk analysis

Cancel

1. Select List of risks models

2. There are at least two choices. Select Mode1lling NC3. Modelling NC3 is the default template made
available by the MONARC editor. It provides sufficient knowledge bases to start a risk analysis.
This option should be used by default to start a new risk analysis.

3. Select your preferred language for this new analysis. (FR/EN/DE/NL)
4. Give a name for your risk analysis, for example, My analysis.

5. Optional field, which allows you to describe your analysis in more detail.
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Chapter 3. Description of the main view

Home » MyPrint [EN]

MyPrint [EN]
Wy Print [EM]

Q rilormdtion rEks
# MyPrint [EN]

163
infarmation
risks

Vulnerabiling

Existmg controls

L

1 g g Feieged
worksiabons n

Printing y Emarim e Tha person in place d0es Aol wam
GReTalon. [ b ol irdem rgicang (e s resnng soon

1. Risk Analyses panel: Create and select a risk analysis. Once the analysis is selected, the left
column can be retracted to optimize the horizontal space by clicking on the icon E.

2. Navigation panel: User administration and account management.
3. Access to steps of the method by clicking on numbers 1 to 4.

4. Contextual working areas of analysis.
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Chapter 4. Simplified risk analysis

4.1. Risk identification (default modelling)

It is necessary to use the assets of the library and place them in the analysis. If the risk analysis
does not contain any assets, follow the instructions below, otherwise go to the next chapter.

By default, MONARC suggests a structure where primary assets (business assets) are placed at the
root of the analysis, with supporting assets organized beneath them. In order to simplify this step,
two groups of assets have been created:

* Front-Office: This asset group identifies common risks associated with a 'Human Resources'
department from the user’s perspective, including risks related to office spaces, computers,
applications, and physical and environmental factors.

» Back-Office: This asset group identifies cross-functional risks within the organization,
specifically those related to IT and general organizational functions.

= Home > My Analysis

My Analysis .

Risks analysis

Q- e Information risks Operational risks

0 information risks Riskthresnold (en max CIA) (@) O o] =T cement v Q4 ¥ Maxrisk v Descending ~

There are no risks for this instance, or your fiters retumed no resulfs.

Click on the + or the - to expand or wrap all categories of the library.
1. In the category Primary assets, click on Department and then, by holding down the left mouse
button, move the asset to the analysis area just above (Drag and Drop).

2. In the category Model Structure find the assets Front Office and Back Office and then, by
holding down the left mouse button, move the asset to the asset Department, which is now in
the analysis area.
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Risk analysis

Expand all /

Wirap all

q Search an asset

# My Analysis

o - Department

e -

© -

Front Office
Service office

I Employees
& User workstations

+ Specific software
Back Office

I Building

&

IT room

&

System administrator

Adminisirator

.

E;-"a

worksiations

&

Server management

Backu
+ & P
management

Network and Telecom

]

]

IT crganization

=]

Software development

Assets library ~

L

My Analysis

My Analysis - for demonstration purposes

Information risks

g4 O

information
risks
Impact
Asset
cC 1 A

Administrator
workstations

Administrator
workstations

Administrator
workstations

Administrator
workstations

Operational risks

Threat

Label

Forging of
nights

Forging of
rights

Forging of
nghts

Retrieval of
recycled or
discarded
media

The risk analysis now offers a model for Department.

The total number of risks in this model is 84 (in this case).

Risk threshold {on max CIA) (@)

L0,

Label

Authorisation
management
is flawed

User
authentication
is not
ensured

The user
warkstation is
not monitored

Presence of
residual data
unknown to
the user of
reallocated or
discarded
equipment

O

[4n

v2024-11-25
O . Reywards
Sort Sori direction
FAAX risk * Descending =
Vulnerability

Existing controls

The Front Office now offers a default identification of the risks on the users’ side.

The Back Office now offers a default identification of the risks, for IT and organization.

The Identified risks are those commonly encountered and considered significant
by default, though they are not intended to be exhaustive.

4.2. Edit impacts and consequences

The goal is to define the impacts and consequences on primary assets that may result from a risk
occurring within the model. In this analysis, the primary asset is the Department.

NC3 Luxembourg
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= Home > My Analysis

Risk analysis ~ . .
Department  : /' Editimpacts
Expandall | Wrapal Departrnent as an entity that regroup persons
Confidentiality : Integrity : Inherited  Ava )
S mC ooy N ty grity + Import analysis
Q Search an ass Inherited St
Analyzsis Export analysis
A My ¥ Information risks Operational risks % P L
= Department
- Front Office o Asset context
Risk threshold ClA,
Service office 84 15k threshold (on max :'© O |
@ Employees information =« [ Seeassetin the library
b User workstations risks - q ‘E:' * i
+ Specific software 3( Detach
- Back Office
- Impact Threat Vulner ey weurrent i
& Building Assat
@0 1T room c 1 A Label Prob. Label Existing contrals Qualif. c I
{0 System administrator Authonsation
) i\dmmm_ratur L_orgmg af management
.. Administrator worksiations rights & Nawed

= workstations

1. Click on the primary asset Department.
2. Click on the icon : | to display the context menu of the asset.

3. Click on Edit impacts.

The pop-up below appears.

Edit impacts X
Consequences I Show hidden consequences
Reputation =) Operational (&) Legal {=p Financial =) Persenal &) Mazx
Confidentiality 2 - ] > 2 o Unknown - 3 - 3
Strong impact, hardly bearable.
nformaticn leaks seriously harm organization’s interest, Example:
Integrity Unknown = Unknown = Unknown ki Confidential information leaks.
- Bank secrecy
- Sensitive personal data
Availability Unknown - Unknown - Unknown - - Security incident

Cancel
1. Consultation of impact scales is done through the menu at the top right of the screen.

G By leaving the pointer unmoved over the numbers, the meaning of this number
- appears after one second.

When one of the criteria C (confidentiality), I (integrity) or A (availability) is allocated, there is a
need to ask: what are the consequences on the company, and more particularly on its ROLFP, i.e. its
Reputation, its Operation, its Legal, its Finances or the impact on the Person (in the sense of
personal data).
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In the case of the above figure, the 3 (out of 5) impact on confidentiality, is explained by the
maximum value ROLFP regarding confidentiality. Example, 3 is the consequence for the person in

case of disclosure of his personal file.

4.3. Risk assessment

Risk analysis A

T M
@ Building N Confidentiality : Inherited Integrity : Inherited Availability : Inherited
Expand all | Wirap all Buiilding .
Q Sear
Risk heeshold (o0 max CI4) (8) @) ) .I, — -Q fH *
Anatysis 5 , .
i My Analys 5 information
- Depariment risks : -
= Front Office LA risk *  Descending =~
Senice affice e e o o
I Employees )
Imipacy Theeat Vulnarablity Currant risk Residual
% User workstabons Assat Treatmant :hkua
+ Specic sofware c 1 A Label Prob. Label Existing controls Qualif. c 1 LY
= Back Office Theft ar destruction . .
- of media, The principle af least
4 Building Busding docurnents of privilege is net
& 1T rosm Hlydpment e
il i o
i Sysiern administraice ;m;acslruawn Al ods60n
o RETnIStraton Busidirg docurnenis o management is
" waratation agupment feved

. Click on a secondary asset, for example Building.

. CIA Impact: It has been assigned to the Department and is inherited by default, so no further
action is required.

. Threat: Theft or destruction of media, documents or equipment is a physical threat that expresses
fear of being robbed or destroyed materials.

. Probability (Prob.): This is an estimate of the probability on a scale of 1 to 4 that the threat
occurs. Take, for example, the case of a very large company where this threat is above average,
so 3.

. Vulnerability: The principle of least privilege is not applied. The security principles focus on
determining who has access rights and whether those rights align with the responsibilities of
the individuals involved.

. Existing controls: Describe, in a factual manner, the security controls in place regarding this
vulnerability or, more broadly, the risk in question. Take, for example, a second unfavourable
case, for example a hospital where the whole building is like a public area.

. Qualification (Qualif.): Concerning the measure in place (point 6 above), the vulnerability
qualification is therefore maximum of 5 out of 5.

. Current Risk : All the parameters for calculating the risk are present, the current risk is
therefore calculated based on the CIA values, which are directly dependent on the threat.

O By leaving the pointer on most fields, a tooltip appears after 1 second.
w

4.4. Risk treatment

The risk treatment consists of proposing one of the 4 types of treatment, knowing that most of the
time the treatment is to reduce the risk by allocating a control, or to accept a weak risk. To access

the risk treatment table, click on Not treated in the Treatment column.

NC3 Luxembourg
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waa

@ Building . dantialit - [nhert I ability « [nhert
o o Confidentiality : Inherited Integrity : Inherited Availability : Inherited

uilding L

[+ 1 A

Cumrent risk

Residual risk

Asset Z Department > Back Office > Building

Threat Theft or desbrucfion of media, documents of equipment

Threat probability

Vulnerability The principle of least privilege is not appled

Vulnerability qualification

Risk owner

Risk context

Existing controls

Recommendations o

Search a recommendation l_.

Kind of treatment == ot treated - a

Vulnerability reduction e
IS0 27002

Security referentials

11.1.2 - Physical enlry contrels

1. Create one or many recommendations.
2. Define the treatment type (according to ISO / IEC 27005).
3. Estimate the risk-reducing value in order to define the residual risk.

4. Save the treatment (or click ‘Next’ in case you do more than one risk treatment at once).

4.5. Risk treatment plan management
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Risk treatment plan management

Reset positions €

Recommendation Imp. Asset Existing controls Current risk Target risk
Entry

Control all persons in the entrance of the building o Building No aceess control — g8

124

=
t

In that case, the risk treatment plan only consists of one risk, but once all risks are treated, all risks
and information risk recommendations will be in the treatment plan.

1. The call of the pop-up is done by clicking on the 3rd step of the method (Evaluation and
treatment of risks) and choosing the link Risk treatment plan management.

2. You can order the recommendation positions by holding down the left mouse button on the icon
+| and moving it.

3. Reset the positions in importance order (Imp.)

4, Edit recommendation

A final report of the risk analysis can be generated by clicking on the 3rd step of the method and
choosing the link Deliverable: final report.

0 Deliverables are only relevant when the MONARC method has been fully
processed and all information has been entered.
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