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Chapter 1. Introduction

1.1. Purpose

The purpose of this document is to provide a comprehensive explanation of all the options in the
MONARC tool.

1.2. Other documents

* Quick Start: Provides a quick start about MONARC.
o * Method Guide: Provides the complete documentation of the method.

* Technical Guide: Provides the complete technical documentation of the tool.

1.3. Syntax used in the document

o All numbers in white on an orange background are used on print-screen views to
provide additional explanations. Explanations are always after the view with the
corresponding numbering. e.g. 1.

Reference  MONARC Reference

1.4. Syntax used in MONARC

:_I The three-dot menu icon brings up the menu items.

Create/add something in context (assets, recommendations, etc.).

{b Most fields of MONARC display additional information when the pointer stays
unmoved for some time.

Export any table (.csv) or graphic (.png).

s
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Chapter 2. Home Page

2.1. Home page

Immediately after user authentication, the following screen appears. It may, however, be slightly
different, if there is not yet an analysis created or if there are already several and according to the
state of progress of the analysis.

My risk analysis Global dashboard

MyPrint [EN]
[Created: 1042022 14:38]

MyPrint [EN]

+ Create a risk analysis

rint [EN] - Created by Ruslan Baidan e BE ® /2 L T

Sreate 30472022 14238

Copyright 2012-2023 NC3

MOMARC v. 2.13.1

On the Home page, the following main areas and functionalities can be found:
1. List of existing analyses. In this case, there is only one. Click on the analysis to select it. (See
Main risk analysis view).
2. Click to create a risk analysis. (See Creating a Risk Analysis.).
3. Navigation bar.

4. Administration of the client environment. Click on Administration, Account, Interface language
or Logout (see Client Environment Administration).

5. Graph showing the statistics of the last modified risk analysis.

2.2. Creating a Risk Analysis

After clicking on Create a risk analysis,
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Create a risk analysis

@ List of righs models O Existing risk analysis

cancel

the following pop-up appears:

Create a risk analysis X

.

Source

=UUTLE

o @ List of isks models O Existing risk analysis

Elank model .
e Description
o @ B English -

o B My Risk Analysis
e @ My first test risk analysis

Cancel

1. Source: The creation of a risk analysis is always based on an existing model. There are two
choices for this:

1. List of risks models: This option proposes available models in the knowledge bases. It has
at least two choices, Modelling NC3, and the Blank model. Modelling NC3 is the default
template made available by the MONARC editor. It provides sufficient knowledge bases to
start a risk analysis. This option should be used by default to start a new risk analysis.

The Blank model is empty. This template is typically used temporarily as a
Sandbox to test the contents of an import file, for example.

2. Existing analysis: By choosing this radio button, you can duplicate the risk analysis of your
choice present in your environment.
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2. Description: Give a meaningful description of your risk analysis.

3. Language: From the dropdown menu, choose a preferred language you want to use for your
risk analysis (French, English, German, or Dutch).

4. Name: Give a name to your risk analysis.

5. Description: An optional field, which allows you to describe your analysis in more detail.

2.3. Main risk analysis view

Home » MyPrint [EN]

MyPrint [EN]
Wby Print [EM]
Q rilormdtion rEks
# MyPrint [EN]

163
infarmatian
risks

Vulnerabiling

Existmg controls

That perscn in place d06S Aot wanm 4
training

1. Risk Analyses panel: Create and select a risk analysis.

7 Once the analysis has been selected, the left column can be retracted in order to
- optimize the horizontal space by clicking on the symbol [E.

2. Navigation panel: User administration and account management.
3. Access to the steps of the method by clicking on numbers 1 to 4.

4. Contextual working areas of analysis.
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Chapter 3. Client Environment
Administration

There are two profiles:

* Administrator: An administrator can create, modify, and delete users.

o An administrator does not have access rights to the risk analysis (but he can
give them).

» Users: The users have access rights to risk analysis.

In the top right-hand corner of the Navigation bar, the follwing isons can be seen:

1. Administration (Accessible only for administrator users)
o Manage users (see Manage users)
o General settings (see [Organization])
o Deliverable templates (see Deliverable templates)

2. User account (see User account)

3. Interface language (see Interface language)

4. Logout

3.1. Administration

3.1.1. Manage users

List of users

By clicking on the gear icon in the top right-hand corner, the following menu appears:

- Manage users

n\ General settings

i Deliverable templates

If you click on the ‘Manage users’ option, the Users screen appears:
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= Home » Administration » Users

1 2 3 4
Users Q, searct Showal * &)
Status First name Last namea \l,; E-mail 2FA Actions
e == =i ww e o e e el B Not enabled FAEE S |
vy Mot enabled F S |
vy Enabled o I |

1. Users: You can create a user or administrator.

2. Search: You can search among the users/administrators (the list will automatically update).

w

Filter: you can filter the list, there are three options: Show all, Show inactive only, Show active
only.

Undo: You can go back to the previously filtered list.

Status: This column shows the status of the users (active: chackmark, inactive cross).
First and Last name of the users.

E-mail: the email addresses of the users.

2FA: this column shows whether the user enabled or not enabled two factor authentication.

© ©® N o Uk

Edit: by clicking on a pencil icon, you may edit the chosen user’s data in the system.

10. Reset password: by clicking on the circular two-arrows icon, you may reset the password of the
chosen user.

11. Delete: by clicking on the trash bin icon, you can delete the schosen user.

Add a user

If you click on the + icon in the top left-hand corner, the following screen appears:
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Add an user X
_:. e Last name ™
2
B Set password
Risk analysis label Permissions
MyPrint [FR] No access -
loT Mo access i
Cancel
Fill in the ‘First name’ and ‘Last name’ fields, and add an e-mail address.
Add an user X
_:. me Last name *
=
B Set password
Risk analysis label Permissions
MyPrint [FR] MNo access -
loT Mo access v
Cancel

Then, click on the ‘Permissions and Roles’ option to change the screen, where you can choose from

three options: Administrator, User, or Global dashboard.

Page 7/98
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®  Test User

test_user@test.com

|:| Administrator

|:| User

[[] ciobal dashboard

Set a password

As the next step, set the password for the new user by clicking on the toggle to activate it:

Add an user

Test User

1est_user@iesr.com

Parmissions and roles

}. Administrator -
Set password
ﬁ Passwaord
& Confirr 55
Cancel

Once the password field is populated, click on the Create button (in the lower right-hand corner).
The newly-created user becomes visible in the list of users.
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Users Q, Searct

Status First name wb Last name E-mail

v2024-10-25

Show active

2FA Actions

only ~ 42

' Test Lz tesl_usani@ies! com

Mel enabled F RS

o

User rights and information

Edit a user

After clicking on the pencil icon #'|, the following screen appears:

Edit user

©

L
- Test User

E-mai

TesT_usen@iest.com

©

A Administrator

©

B Set password

o Risk analysis label

MyPrint [FR]

laT

General information (First name, Last name, E-mail address).
Permissions and roles (Administrator or/and User, Global dashboard)

Set password

= WMo

Permissions (No access, Read, Read and write)

Nt enabiled ,’ 'yl

Permissions

Mo access

MNo access

Cancel

w

Once you click on the down-pointing triangle, the three options for permission levels become

visible.

NC3 Luxembourg
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Edit user x

L
- Test User
rest_user@iest.com

A Administrator -

B Set password

Risk analysis label Permissions
MyPrint [FR] Mo access
Read
loT
Read and write -
Cancel

3.1.2. General settings

Click on the gear ison in the top right-hand corner, then select the second menu item from the
submenu. The ‘General settins’ window opens with two sections: 'Organization information’ and
‘Sharing statistics’.

Home » Administration > General settings

-8 Manage users

'k General settings

General settings
‘ Deliverable templates

Organization information
» .r1'|l'3-LLl

o @nedlu
Sharing statistics

il agree -

Update settings

The ‘Organization information’ stores information about the name of your organization and its e-
mail address, whereas the ‘Sharing statistics’ section shows whether you agree to share the
statistics of your organizations or not. Once you populated the fields for ‘Organization information’
and made your decision regarding ‘Sharing statistics’, click on the ‘Update settings’ button to save
your settings.

NC3 Luxembourg Page 10/98



MONARC: User Guide v2024-10-25
3.1.3. Deliverable templates
In MONARC, you can generate different deliverables (templates) tailored to each organization.

These deliverables are called ‘templates’ within the application. To access the ‘Deliverable
templates’ screen, click on the gear icon in the upper right-hand corner and then choose the third
submenu called ‘Deliverable templates’.

Home > Administration > Deliverable templates .
== Manage users

\\ General settings

Deliverable templates
n Deliverable templates

The ‘Deliverable templates’ screen appears which summarizes all the available templates:

Home > Administration > Deliverable templates o ]

Deliverable templates o

Delverable tempiate for context validation Y
Description French English German Dutch Actions
Context validation W w e e *

Deliverable template Tor moded validation ~
Description French English German Duteh Actions
Modelling validation v vy vy vy *

Delverable template for final report -
Description Franch English German Dutch Actions
Report risk assessmant v " W vy +
MyTermplate v t /‘ i

Delverable tempiate for Implementation plan 2 3 4 -~

This view summarizes all the available templates. You can perform the following actions on this
screen:

1. Add a new template.

2. Download a template.

3. Edit a template. The view for editing a template is the same as one for adding one. This view is
explained below.

4. Delete a template. This action permanently deletes the template for all the users of the company.
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A The default templates are only downloadable, they cannot be modified or deleted.

Add a new template

Click on the ‘Add a new template’ button. The following screen appears:

Add a deliverable template X

d (1)
@ EEEnghsn e N
©

. Description
French

Drop your DOCX file in this 2one, or click here to select a file
English

o Drop your DOCX file in this zone, or click here to select a file

German

Drop your DOCX file in this zone, or click here to select a file
Dutch

Drop your DOCX file in this zone, or click here to select a file

Cancel

1. Select the Category of the template. The category is linked to the different step of the method.
2. Select the Language associated with the template.
3. Fill in the Description of the new template.

4. Click on the grey area or drag and drop a document on the grey area to Upload the template.
o You don’t have to fill all the languages, one language is sufficient.

Once you have finised the above steps, click on the 'Create’ button in the lower right-hand corner.
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Add a deliverable template

ﬂ Deliverable template for context validation .
@ £15 English -
@ Testiemplate for context validation

French

Dirop your DOCX file in this zone, or click here to select a file

English Test tempilate for context validation

I Context validation template.docx I

German
Drop your DOCX file in this zone, or click here to select a file

Dutch

Drop your DOCX file in this zone, or click here o select a file

Cancel

The newly-created template (Test template for context validation) appears on the list within the
category (in this case in the Deliverable template for context validation category) you have selected
in the deliverable template making process.

Home > Administration > Deliverable templates

Deliverable templates

Deliverable template for context validation

Description French English German Dutch Actions

Context validation v v v v

Test template for context validation v

List of tags

MONARC allows you to add your delivery template. The template is a document which uses
different tags.

o All the deliverables in MONARC have to be set in Word Format (.docx)
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List of tags for the layout of the document:

All these tags are mainly set in the form depending on the delivery. Open a risk analysis and click
on the green icon (1) representing the first step as ‘Context Establishment’.

Home > MyPrint [EN]

Context Establishment MyPrint [EN]
MyPrint [EN]
Risks analysis context

Operational risks

Evaluation of Trends and Threal, and synthesis

Risks management organisation Risk threshold (on max CIA) @ O

Definition of the nsk evaluation criteria Feywords

Deliverable: Context validation

MAX risk - Naszrendinn -

Then, to open the ‘Deliverable’ window, click on the ‘Deliverable: Context validation’ link in the
lower left-hand corner.

Deliverable X

Q o .

Modelling validation v

© 0000

Cancel

1. ${STATE}: The status of the document with prefilled value (draft or final).
2. ${TEMPLATE}:The template you have chosen.
3. ${VERSION}: The version of the document.
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4. ${CLASSIFICATION}: The classification of the document.

5. ${DOCUMENT NAME}: The name of the document.

6. ${CLIENT MANAGER(S)}: The name of the customer(s).

7. ${SECURITY CONSULTANT(S)}: The name(s) of the security consultant(s) who do(es) the analysis.

There are also two other tags which are generated by the application :

» ${COMPANY}: Name of the company which comes from MONARC, it’s stored in the database and
editable in the application.

* $2023-01-31: Date of the generation of the document. Field auto-generated by MONARC.

List of the tags from the context establishment:

Home > MyPrint [EN]

Context Establishment MyPrint [EN]
My Print [EN]
Risks analysis context

Cperational risks
Evaluation of Trends and Threat, and synthesis

Risks management organisation isk threshold (on max ClA) @ O

waords ¥ Q

Definition of the risk evaluation criteria

Deliverable: Context validation

MAX risk v Descending

Assets library
Q Search an asset Impact Threat Vulnerability

+ Fundamentals cC 1 A Label Prob. Existing control

1. ${CONTEXT_ANA_RISK}: Free text which comes from the step: “Risk analysis context”.
2. List of the tags from "Evaluation of Trends and Threat, and synthesis":

o ${SYNTH_EVAL_THREAT}: The summary of the step: “Evaluation of Trends and Threat, and
synthesis”.

o ${TABLE_THREATS}: A summary of the threat assessment.

o ${TABLE_EVAL_TEND}: The trend assessment with the questions which are answered.

o ${TABLE_THREATS_FULL}: The full threat assessment.
3. ${CONTEXT_GEST_RISK}: Free text which comes from the step: “Risk management organization”.
4. List of the tags from “Definition of the risk evaluation criteria”:

o ${SCALE_IMPACT}: The table of the impact scale.

o ${SCALE_THREAT}: The table of the threats scale.
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o ${SCALE_VULN}: The table of the vulnerabilities scale.
o ${TABLE_RISKS}: The table of the information risk acceptance threshold.

List of tags for the context modeling:

= Home » MyPrint [EN] » Implementation of the risk treatment plan
: 2 O— M

Risk analysis Context modeling

Expandall / Wrap all ) )
1 Idenfification of assets, vulnerabilities and impacts appreciation

2 Synthesis of assets / impacts

A MyPrint [EN] Deliverable: Model validation Deadline
+ loT
Rec 12
+ F’rlntlllg department @ Designate a DPO
+ C N hics depart i compliant with the
omputer graphics departmen GDPR »
+

GDPR legal obligations

1. Identification of assets, vulnerabilities and impacts appreciation

2. Synthesis of assets/impacts

v2024-10-25

3

Status  Actions

Coming E

o ${SYNTH_ACTIF}: Free text which comes from the step: “synthesis of assets/impacts”.

o ${IMPACTS_APPRECIATION}: A table which is generated by MONARC. It represents the

impacts/consequences of the top-level assets.

List of the tags for the Evaluation and treatment of risks:

NC3 Luxembourg
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Deliverable X

Q o .

Document name

Client manager(s

© ©0606 060 ©

Security consultant(s

Cancel Save

. Status: The status can be ‘Draft’ or ‘Final’

. Template: From the dropdown menu, please choose a template you want to use

. Version:

. Document name:

1
2
3
4. Classification:
5
6. Client manager(s)
7

. Security consultant(s)
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Deliverable

10
TLF . RED
Finad dioc usrtes

Gl

CASES

Sumrarny of ik avaiuaion

B I 5 #

Mg i i Sumiay

1. ${SUMMARY_EVAL _RISK}: Free text which comes from the form.
List of the tags generated by MONARC :

» ${CURRENT_RISK_MAP}: Table which represents the distribution of the current risks.
 ${TARGET_RISK_MAP}: Table which represents the distribution of the targeted risks.

» ${DISTRIB_EVAL_RISK}: A text which represents the distribution of the risks by levels.

» ${GRAPH_EVAL_RISK}: A graph which represents the ${DISTRIB_EVAL_RISK}

* ${RISKS_RECO_FULL}: A table which represents the recommendation for the information risks
 ${OPRISKS_RECO_FULL}: A table which represents the recommendation for the operational risks
o ${TABLE_AUDIT_INSTANCES}: A table with all the informational risks.

» ${TABLE_AUDIT_RISKS_OP}: A table with all the operational risks.

List of the tags for Implementation and monitoring:
List of tags generated by MONARC :

o ${TABLE_IMPLEMENTATION_PLAN}: Table which shows all the recommendations to implement.
o ${TABLE_IMPLEMENTATION_HISTORY}: Table which shows all the implemented recommendations.

List of the tags for the annexes:
Some tags are linked to other functionality of MONARC like:
o ${TABLE_INTERVIEW}: The list of all the interviews.

User account

To get to the ‘My account’ page, click on the second icon in the top right-hand corner of the
application:
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The ‘My account’ page appears which has three sections

* Personal information
 Security
* Danger zone

Personal information

The Personal information section stores the first name, the last name and the email address of the
user. You can also create a MOSP account by clicking on the person plus icon in the far right as
indicated in the below screenshot:

My account

Personal information

OF 10SF AFI Key ;"".'-
Create a MOSP account

Security

In the security section, you can create a new password and set up two-factor authentication. Once
you typed in your new password, click on the ‘Update password’ button.
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Security

Change password

Update password
Two-factor authentication

Use a second factor besides your password to increase security for your account.
Authenticator App

Click on the ‘Set up’ button at the bottom of this section to set up your two-factor authentication. If
you click on the ‘Set up’ button, the ‘Activate two-factor authentication’ screen appears:

Activate two-factor authentication

Scan the QR code with your two-factor application and enter the token in the input.

Secret code for manual setup:

Cancel
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Please scan the QR code with your phone and follow the steps to set up 2FA.

Danger zone

The third section is called the ‘Danger zone’. This is where you can delete your account.

Danger zone

Interface language

To change the ‘Interface language’, click on the third icon in the top right-hand corner of the
application and choose your preferred language from the dropdown menu.

There are five interface languages in the system as follows:

* French

* English

* German
* Dutch

* Spanish

o This action only changes the interfaces language (The risk analysis language is not
modified).
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Chapter 4. Analysis Management

The main view of risk analysis consists of 4 distinct parts.

= Home » MyPrint [EN]

Risk analysis ~ N
MyPrint [EN] :
My Print [EN] .
Expand all / Wirap all ¥Print [EN]
Q,  search an asser nformation risks Operational risks o
& MyPrint [EN] e
57 IsT 163 Risk: threshold (on max CLA) @ D O . Keywords f * Q 9
P nn rartman : -
+ Printing departmant information B
+ Computer graphics department risks * MAX risk =  Dascending =
+ GDPR legal cbligations
A~
Impact Threat Vulnerability Current risk Resid:
Asset Treatment "‘r’i"_‘h
Q, Search an asser cC 1 A Label Prob. Lab=l Existing comrols Qualidl. € 1 A
+ Fundamentals . Authorisation
User Farging af i . - £ Dlaieeas
+ EBIOS workstations 113|2 rights 3 :’:i‘__:-:;!gnnnl Mo access cantnal 5 15 Hn Reductio 9
Users ane nol
Printing 1 72 3 Errar in 3 made aware The parscn in place does not want - 12 24 it
oparators use of information  training. He Is retiring soon - Al
security
. N Mo T chaster
E
z;r“ar:gls 1 2 3 ‘u';':' n 3 spacifyingthe Mo charar in place 4 12 24 Raductian g
b rubes of use
f Mo IT chadter 3 s z
System Errar in e Ma charter or instructions for using
administrator | 2 ¥ uge J :5:‘:‘035;;“ tha infermation sysiem - i) & H - &

1. Access to the steps of the method: Click on the numbers from 1 to 4 to access the menus which
follow the step-by-step method (see Method steps call).

2. Risk Analysis area: allows you to structure the assets of the analysis hierarchically by using the
Drag and Drop function (hold down the left mouse button to move an asset). (See Information
Risks and Operational Risks)

3. Asset library area: Asset storage. The drag-and-drop function must be used to place these assets
in the analysis (to move them to the Risk Analysis Area) (see Library).

4. Contextual area of work in the analysis: Depending on the assets and active parts of the
analysis, this area contains contextual elements of the work.

4.1. Risk analysis management

You can manage your analysis in two steps as follows:

1. First, click on the name of the analysis

2. Second, click on the three-dot context menu (if you hover your mouse over the menu, a tooltip
'Actions' appears)
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Risk analysis
Expand all ¢ Wrap all

Q Search an asset._.

ﬁICASES Model Risk Analysisle

i~ - Depariment
| b+ Back Ofice
t-- +  Front Office

L@ Archive room
Assets library

Q Search an asset...

+ Fundamentals
+ EBIOS

v2024-10-25

CASES Model Risk Analysis

CASES Model Risk Analysis

12}

LY

Information risks

Operational risks

39 Risk threshold (on max CIA) (@) O O . Keywords
information Sert diraction
isk Kind of trealment 0\ -‘3 t IMAX risk = Descending
MNSKS
Impact Threat Vulnerability
Asset

cC 1 A Label Prob. Label Existing controls
Adminisirator Forging of ;‘;w:ﬂ:;:trn:
workstations © 7 rights i ﬂawged

When you click the three-dot context menu, the following options appear:

Risk analysis

Expand all ¢  Wrap all

Q Search an asset...

& CASES Model Risk Analysis

i~ - Department
| |-+ BackOffice
+ Front Office

i L~ Archive room
Assets library

Q Search an asset...

+ Fundamentals
+ EBIDS

CASES Model Risk Analysis Edit risk analysis
CASES Model Risk Analysis j vs e e o
& Import a risk analysis 6
Information risks Operational risks
A Export the whole risk anah,rsiso
Risk threshold (on ma
89 - . s
information B Delete risk analysis e: F—
risks Kind of treatment Descending ~
Impact Threat Vulnerability
Asset
cC 1 A Label Prob. Label Existing controls
. . Authorization
Adminisfrator Faorging of
workstations ~ ~ rights ir:.%:.:vg:dmem -

1. Edit risk analysis - use this option in case you want to modify your existing risk analysis. This
option allows you to modify the name, the description of the analysis, and add or remove linked
referential. The Edit risk analysis pop-up appears:

NC3 Luxembourg
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v2024-10-25
Edit risk analysis X
Description

) Treining-2024-08-18

I 'onarc Training

W sozro0z  NISTCore

Cancel

2. Import a risk analysis - you can import a complete risk analysis. The file format is JSON and the
structure can be viewed by exporting an analysis. There are 2 possible options of the export:

o By merging (default). When matched assets names are not duplicated in the library.

o By duplication. When the library assets are duplicated in case if presented before. The
analysis assets will also be duplicated.

a An analysis can be only imported when the language of its creation is the same as
the current analysis (into which import is performed)!

Asset import center X

Import method:
O By duplicating

By merging

Only global assels can be imported by merge.

|[ Choose File | No file chosen

O osset password {if any)

| 4n
L

Cancel

3. Export the whole risk analysis - you can export the whole analysis with or without the assets

library and the knowledge base. The export of the analysis can be done with the following
options:
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o The export file can be protected by a password if it is set (Custom password option).

> "Include assets library?" The whole assets library is included in the export if the option is
selected.

o "Include knowledge base?" The whole knowledge base is included in the export if the option
is selected.

o “Export with assessments?” All the evaluations are included. Optionally can be added or not
different analysis evaluation criteria (Options section).

Export risk analysis

Encryption

You may enter a password to protect your nisk analysis
O Custom password

Password @

Without password

Export options

T Include assets library?

P Include knowledge base?

Mo -

Cancel Export

4. Delete risk analysis

If you click on the link 'Delete risk analysis', the following pop-up appears:

Are you sure you want to delete the risk analysis?

This operation is irreversible.

Cancel Delete
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Please note that the operation is irreversible.

4.2. Method steps call
By clicking on the numbers 1 to 4, a contextual menu appears.

= Home > My Analysis

Context Establishment

Risks analysis context ®
Operational risks
Evaluation of Trends and Threat, and synthesis ¥

Risks management organiisation

-
sks Risk threshold (on max CIA) (@) (@) Q £ ¥ waxisk - Descending

Definition of the risk evaluation criteria

Deliverable: Context validation

= Home > My Analysis

sk analysis . i
Y My Analysis Context modeling
cvandal | ran sl Risks analysis
xpand a rap
Identification of assets, vulnerabilities and impacts appreciation

Information risk Synthesis of assets / impacts

A My Analysis Deliverable: Model validation
= Home > My Analysis
1

Risk analysis . - =
: My Analysis Evaluation and treatment of risks

Expandall | Wrapal Risks analysis
Estimation, evaluation and risk reatment

Q ion i Operational risks
Information risks F fonal sk Risk treatment plan management

A My Analysis Deliverable: Final report
= Home > My Analysis o 2

1

Risk analysis . - PP
’ My Analysis Implementation and monitoring
Risks analysis
Expandall / Wrapal
Management of the implementation of the risk treatment plan
Q Information risks Operational risks Deliverable: implementation Plan
A My Analysis
* Department 84 information risks Risk threshold (on max C1A) (@) (@) O . v Q 4 ¥  wuaxisk ¥ Descending ~

1. Ticking boxes change the progress of the method.

2. Click on the label, and call the contextual management sub-screen.

o More information about method steps. Consult the Method Guide.

4.3. Library

4.3.1. Organization of assets

Click on the + and the - to unfold and fold the categories of the Library.
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Assets library -

q Search an asset o e
e - Fundamentals

+
+
+

+ o+ o+

-+

Primary Assets
Model Structure
Backup

Buildings & Premizes

& Archive room

&2 Building e

@ Company premizes
& IT room
Service office
Physical Goods
Software
Equipment
Organization
Staff

Servers
Network

GDPR

loT Services

+ EBIOS

1. Search area in order to quickly find an asset.

2. Button for creating/importing assets (see Create an Asset).
3. Categories level of the Library. There are usually two categories as follows:

1. Fundamentals: Contains all default assets offered by NC3.

v2024-10-25

2. EBIOS: Contains assets inspired by EBIOS. These are assets containing non-optimized risk
models.

4. Sub-categories level.

5. Asset level: These are the assets that must be dragged and dropped to the Risk Analysis area.

4.3.2. Asset Management

The information on each asset is different depending on its type: Primary or Secondary. This concept
is explained in detail in the Type of assets section.

Primary asset

Click on a primary asset of the Library, usually categorized in Fundamentals — Primary Assets.

NC3 Luxembourg
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Risk analysis
Ewpand all ¢  Wrap all
Q Search an asset.
A MyPrint [EN]
Assets library

O\ Search an asset.

- Fundamentals
- Primary Aszsets
Business database

Computer graphics department

Data

Department

Printing department
+ Meoedel Structure

Department
Department as an entity that regroup persons

v2024-10-25

: O

Composition

Department e

b @ Troom T 4 XK

0 operational risks

There are no operafional risks for this assst.

o

1. Asset management context menu (details in the [Context menu of Library]).

2. Add an existing asset in the structure, creating a composed asset. There is no limit to the asset

tree.

3. Ability to detach assets from analysis.

4. Table of operational risks possibly associated with the asset.

A Detaching an asset from the analysis will remove all its evaluation.
o A primary asset cannot possess information security risks. The modification of the
operational risk table is based on the knowledge base.

Secondary assets

Click on a secondary asset of the Library, for example on Building classified in Fundamentals -

Buildings & Premises.

NC3 Luxembourg
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Ris! lysis ~ *
isk analysi @ Building : 0
Exvpand all | Wrap all Building L] ™
O\ Search an asset .
Composmun

M MyPrint [EN]

Assets library ~ Bullaing e
q Search an azset In the Iibrary, this asset is a direct component of :

- Fundamentals « Back Office Rofary printing press e

« Back Office

+ Primary Assets

+ Model Structure . ¥ 3
[ —— Asset used in the risks analysis

- Buildings & Premises
@ Archive room

_ Active parent Actions
& Building
& Company premises
& MyPrint [EN) > Printing departmeant » Back Offica Rotary printing press > Building o K e
< IT room
Service office MyPrint [EN] = Computer graphics depanment = Back Office = Building g‘(

+ Physical Goods

+ Software

+ Equipment . . .

+| Organization 5 information risks e

+ Stall

+ Servers -

+| Netwark Aszet Threat Vulnerability

+ GDPR

5 10T Services Building ~ Thef or destruction of media, documents or equipment  Flaws in the physical access boundaries

+ EBIOS Building  Thefl or destruction of media, documents or equipment  The principle of least privilege Is nol applied

Building  Theft or destruction of media, documents or equipment Authorisation management is flawed
Building  Abuse of ights Ho supervision of third-parly access (supplier, cleaner, eic.)

Building  Environmental disasier (fire. flood. dust, dirt. edc.) Premises are not secure or could be compromised by exdemnal elements

1. Asset management context menu (details in the [Context menu of Library]).

2. Add an existing asset in the structure, creating a compound asset. There is no limit to the asset
tree.

3. Indication if the asset is already part of the composition of another asset. In this case, it is
already a sub-element of the assets Back Office.

4. Indication if this asset is currently used in the analysis. In this case, it is found at the 3rd level of
the root of the risk analysis.

5. Ability to detach assets from analysis.

6. Risk information table associated with the asset.

A Detaching an asset from the analysis will remove all its evaluation.
o Conversely, in the case of primary assets, media assets can only have information
risks. The risk table is modified from the knowledge base.

Context menu of the Library

By clicking on the icon ‘|, the following context menu appears. Whatever the asset type of the
library, the menu is the same.
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Risk analysis A o
@ Building | Egit asset Q
Expand all / ‘Wrap all Building
O\ Search an asset. ((B Duplicate asset e
Composition
M MyPrint [EN] A Export asset e
Assets library ~ Building
¥ Publish asset in MOSP o
Q,  Search an asset. In the Iibrary: tl int of :
B Delete asset
- Fundamentals « Back Office Rota
+ Primary Assets » Back Office
+ Model Structure . i .
+ Backup Asset used in the risks analysis

- Buwildings & Premises

& Archive room
Active parent
@ Building

asset).

option.

. Publish an asset in MOSP

. Delete an asset.

. Starts the pop-up that allows you to modify most of the parameters of an asset (see Edit an

. Create a copy of the asset named Name (copy #), which is then renamed with the Edit Asset

. Launches asset export pop-up (see Exporting an asset).

A Delete action is definitive, even if the asset is used in the analysis.

4.3.3. Create an Asset

In the Library, after clicking on the icon &/, the following pop-up appears:

NC3 Luxembourg
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Add an asset X

-

& Assetimport center o &) 'mport from MOSP

Labels and descriptions

... O
a.. ©

General information

Cancel

1. To create an asset, it is also possible to import it (see Importing an asset). You have two options,
you can import assets from the Asset import center, or MOSP.

2. Name: This name must be unique for the analysis.

3. Label: This is an additional description, it is displayed in the tooltip when you hover your mouse
over an asset.

4. Scope: Two possible choices:

1. Local: Identified asset risks are to be assessed whenever the asset is present in the analysis.
A primary asset is generally local in scope.

2. Global & : The risks of the asset are only to be assessed once for the whole analysis.

This option is to be used mainly for the support assets, as soon as they are
o included in several primary assets.

Example: For the IT room or main building, once the risks are assessed,
only the impact of the primary asset can change the level of risk.

5. Asset type: It determines the nature of the asset and the risk model associated with it.

6. Category: It is the location of the Library where the asset is stored. By clicking on the + sign, a
new category can be created.

7. Operational risk Tag: It allows the asset to be associated with operational risks by default.

o This option is enabled only when the asset type is a primary (i.e. Information,
process, container or service)
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8. Location: Allows you to order assets in the selected category.

4.3.4. Edit an asset

An asset can be edited in the Context menu of the Library (when the asset is selected in the
Library).

For an explanation of all fields that can be changed, see Create an Asset. For technical reasons, the
modification does not make it possible to modify:

* Scope

* Asset type

4.3.5. Importing an asset

This pop-up is accessible from the pop-up Add a new asset &

Asset import center

Import method:
O By duplicating

By merging

Only global assets can be imported by merge.

Import from file Import from MONARC library e

Cancel

1. The import principle requires that the imported asset remains in the category in which it is
located. Two import methods are possible:

1. By duplicating: When importing, if an asset of the same name exists, it will be duplicated
and the name with a suffix - Imp #n.

2. By merging: When importing, if an asset of the same name exists, it will be replaced. In this
case, only the associated risk model will be modified.

o Only global assets can be imported by merging.

2. Import from file: This allows the transfer of assets from one environment to another (see
Importing an asset from a file).

3. Import from MONARC Library: This option is not available in the case of a Stand-alone version of
MONARC (see [Import from the MONARC library]).
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The import of an uncontrolled asset can be destructive for the current analysis. It
A is strongly advised to create a Snapshot before importing or to use an empty
Sandbox analysis.

Importing an asset from a file

The pop-up appears after clicking on the Import from file option in the Asset Import center.

Asset import center X

Import method:
O By duplicating

By merging

Cnly global assets can be imported by merge.

| Choose File | Mo file chosen |

1
(2

O 2ssefpassword if any

Cancel

1. Choose File: Access the directories of the computer to point to a file.

2. Asset password: When exporting the selected file, a password is used to encrypt the file. Please
enter the password to be used here.

3. Import file: Starts importing a file.

Import from the MONARC Library

The pop-up appears after clicking on the Import from MONARC Library option in the Asset Import
center.

1. Click the +icon (Add an asset)
2. In the Add an asset window, choose the option ‘Asset import center’.

3. Choose MONARC Library
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Asset import center

Import method:
O By duplicating

By merging

Only global assets can be imporied by merge.

List of common MONARC assets

O\ Search an asset

@

Name Category
Front Office Model Structure
Specific software Software
@ Specic software maintenance Software
@ User workstations Equipment

Asset type

Container

Software

Software maintenance

Desktop computer

1. Table of available assets in the MONARC common Library.

2. Action: Initiate the import procedure for the corresponding asset.

4.3.6. Exporting an asset

v2024-10-25

12

Actions

4

&

&

N

To export an asset, click on the asset you want to export. Then click the Asset management context
menu and choose the option ‘Export asset’:

2 Edit asset

(® Duplicate asset

A~ Export asset

+ Publish asset in MOSP
B Delete asset

The ‘Export asset’ window opens where you can decide whether you want to export your asset with
a custom password or without a password.

NC3 Luxembourg
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Export asset X

Encryption

You may enter a password to profect your asset

Ii::l Custom password o
Without password 9
Cancel Export

1. Custom password: Option to encrypt the generated JSON file with a symmetric password, which is
required during the import.

2. Without password: If you choose this option, the JSON file will not be encrypted.
Please note that you can export the whole Assets Library.

It allows to export (and therefore later import) the complete structure of the Library Assets. This is
a very useful feature if you want to share the prepared Assets modelings of analysis. The Assets
Library can be exported along with analysis data and Knowledge Base or not.

To export the whole Assets Library, please click on the downward pointing orange arrow (circled in
the below screenshot). If you hover your mouse over this icon, the tooltip 'Export (CSV)' appears.

= Home » MyPrint [EN]

MyPrint [EN] H
L ]

MyPrint [EN,

Expandall | Wiapall At E
Q i Information risks Operational risks
# MyPrint [EN]

+ 1oT Reesk threshald (on mn(CIJiJ@ O O . Keywionds - Q “3'

+ Prnling department 163 lnformatloﬂ

+ Computer graphics depanment | [SKS r|.o..>c . P

VLA ris - escend -

+ GDPR legal obligations ]

Asaats library s
Impact Threat Vulnerability Current risk .
Q Semch an assen Asset Trastrmart “':_:k"ﬂl
I_ c 1 A Label Prab. Label Existing contrals Dualif. < | A

+ Fundamentals Usar Forging of Autharsation
+ EBIOS workstations 1 3 2 "!_;Es ’ 3 management & Mo access contral L 15 Reductior ]

4.4. Information Risks

By selecting the top of the analysis or an asset in the tree, the risk table appears. There are two
separate risk tables:
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Q) Sesrch an asset.

M MyPrint [EN]

b+ 10T

Printing department
-~ Printing operators
Back Office Rotary

printing press

r-- & System administrator
t-- @ Building

T

L

@ Metwork and Telecom

[P ——

--Rotary printing press

+--'+ Front Office
! ‘-~ + Back Office
--- + DPR legal chligations

Computer graphics department

Information risks

Operational risk

©

v2024-10-25

]

Risk threshold {on max CIA) (@) O O . P
74 information
risks
Impact Threat Vulnerability
Asset

cC 1 A Label Prob. Label Existing c
Printing . Users are not made aware The person in place doe
operators 1|23 | Bmorinuse 3 of information security He is refiring soon.
Printing - Mo IT charter specifying the -
operatars 1 2 3 Emorinuse 3 S e Mo charter in place.

1. The information risk table is based on CIA" criteria.

2. The operational risk table is based on ROLFP™ (see Operational Risks)

Depending on your selection, the display risk table may change:

Selection

Root of analysis

Primary Asset
Supporting Asset
4.4.1. Risks table
Risk analysis ~
Expand all s ‘Wrapall
Q Seaich &n 85561
# My Print [EN]
% laT

Printing department c

2 Prinbing operalors
e Back Office Rotary
printing press
Flofary prnting press
+ Compuler graphics depariment
GDPR legal obligations

o+

Assels library

Information Risks
All risks of analysis

Risks associated with its
supporting assets

Risks associated with

Operational Risks
All risks of analysis

Risks associated with
themselves

No risks

themselves
Printing .
department . Confidentiality :
Printing department .

1 Availability : 3

Integrity : 2 e

Information risks Q Operational risks

2. Display the CIA impacts on the Printing Department.

74 Risk: hreshold (on max CIa) (8) O O B evorcs Kind of treatment = Q4
information () (5} (6
risks oy ¥ MAX, risk + Descending =
Impact Threat Vulnerability Current risk
Asgel Treatms
C 1 A Label Prob. Label Existing controls. Cualif. C ]
Usars are
- ot made :
s 123 Ewmwe 3 meewr | Depempswedmioet S pecep
security
X Mo IT charler
;‘)1:[':3[3 1 2 3 Emorinuse 3 ;p:c“'ngm Ma charter in place, 4 12 24 Reducti
use
1. The primary asset Printing Department is selected in the analysis.
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3. Information Risk tab selected.
4. Department asset includes supporting assets that collectively provide information on total risks.
5. Possibility to select only certain risks according to the risk acceptance threshold.

6. Ability to sort of most columns of the table.

The risk table consists of the following columns:

Printing .
department o Confidentiality : 1 Integrity : 2 Availabllity - 3

Printing department

Information risks Operational risks
Risk threshold (on max CIA) (@) O @) [ Kind oftreatment + Q, 42) ¥
74 information '
risks
MAX risk * Descending =~
Impact Threat Vulnerability Current risk
Asset Treatment Re:'ﬂ:m'
[ I A Label Prob. Label Existing controla Qualif, C I A
Users are not
Printing B made aware of  The persen in place does nol want F—
operalors 12 3 Emorinuss ¥ informalion kraining. He is relifing scon. 4 L Accepied
sacurity
Printin Na IT charter
|g 1 2 3  Erorinuse 3 specifying the Ho charter in place. 4 12 24 Reduction 9
OpETRNS rules of use

1. Asset: Assets involved in the evaluation.

2. CIA Impact: The CIA criteria that have been assigned to the Printing Department are inherited by
default from the supporting assets.

3. Prob: Likelihood of threat (see Likelihood scale).

4. Existing controls: Describes the security control implemented to address the specific
vulnerability or, more broadly, the associated risk.

5. Qualif: Evaluation of control in place in order to determine the level of vulnerability (see
Vulnerability scale).

6. Current risk: Risk value calculated according to the risk calculation formula. The colours
depend on the risk acceptance grid (see Acceptance thresholds).

7. Treatment: Indicates if the risk is treated or not. It links directly to the risk profile (see Risk
information sheet).

8. Residual risk: Value of residual risk. In the case of the figure above, the residual risk is equal to
the maximum risk because it is not yet treated.

o By hovering the cursor over the fields, a relevant tooltip appears.

4.4.2. Risk information sheet

The risk sheet is displayed when you click on the Not treated link in the information risk table.
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z [
MyPrint [EN] .
MyPrint [EN] [] -
Information risks Operational risks
C 1 A

Current risk 16 o 24
Residual risk 16 24
Azszet ‘2 Printing department > Back Office Rotary printing press > Building
Threat Theft or destrucfion of media, documents or equipment
Threat probability 2 - Unlikely: might have happened, rare phenomenon which requires a good level of expert knovdedge, or it is expensive to execule.
Vulnerability Authorisaion management is flawed

- ) - 4 - Strong vulnerability: Some measures have been already taken, even though they are ineflective or unadapted. Low maturity: Good
Vulnerability qualification praclices aren't implemented, but there are some positive reactions without any thoughts.

12

Risk owner

Risk context

Existing controls

Recommendations

£

+
Search a recomme... l_

B ot treated -

Kind of treatment .

Vulnerability reduction

©0

IS0 27002 NIST Core PCIDSS 4.0
Security referentials e
11.1.2 - Physical entry controls

1. Risk values for CID criteria (not yet covered in the example).
2. Reminders of the parameters of the risk table.
3. Creation / Assignment button for one or more recommendations.
4. Selection of the kind of treatment:
> Reduction/Modification
o Denied
o Accepted
o Shared

5. Choosing a risk reduction value, the more effective the control is, the greater the reduction
value is.

6. Proposals of controls, which come from various repositories.

A Do not forget to save the form in order to calculate the residual risk.
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4.4.3. Adding additional risk

The below screenshot shows an asset selected in the analysis:

Risk analysis ~
Ewpand all

Q3 Search an asset

Wrap all

A MyPrint [EN]
+ T
= Printing depariment
b3 T room

|' = Printing eperaters |
4 Back Office Rolary
pranting press
Refary printing press
+ Computer graphics department
+ GODPR lagal obligations

Assets library -~

Q

- Fundamentals

- FPrimary Assets
Busngss dalabase
Computes graphics department
Data
Depantment
Printing depariment

+  Modsl Structune

+ Backup

- Buildings & Premises

Search an paset

& Printing
operators

_Printing cperators

Confidentiality : 1 (inherited) Integrity :

2 (inherited)

v2024-10-25

Availability : 3 (inherited)

Risk threshold (on max C14) () o) He] [ cament « Q@ 45) ¥
B information
risks
A, risk = Descending -
Impact Threat Vulnerability Currént risk .
Asset Treatment R’;i"’
c 1 A Label Prab. Label Existing controls Cuualif. C 1 A
Users are nof
Frinting . made avare of Tha persen in place does not want ~
operalors 1 2 3 Emorinuse 3 information \raining. He s refiring 4 12 24 Accepled
sty
Piinting M IT charter
al 1 2 3 Emorinuse 3 specifying the Mo charterin place 4 12 24 Reeduction 9
oper, rules of wes
Print Ereach of Ha substibules for
;:gm 1 2 3 personngl 2 shralagic The prieiting operalor has unique skills 5 Reduchon [}
apes availability parsonnel
o Mo training on . . .
m’ 1 2 3 Emwinuse 3 hee equipment or ;T;rm as: bean In position bor 3 1 3 L k] L::lrd 9
softwane used .
. e . rl:n%lﬂuﬂuuon of
ning coging o © ential Mot
operalors 11213 righis z authenbication HA ¢ o a g treated o
infarm,
Pinting o 5 Forgingal _ | Lackol _ | Not .
operalons rights Televoriing nies treated
== Create a specific risk o Page 1 = WS P8l page: 0 - Goll £ »

1. Click to create a specific risk: A pop-up appears and allows you to associate a threat and
vulnerability pair with the current asset.

4.4.4. Contextual menu of asset

By clicking on the icon : |, the context menu of the asset appears:

Risk analysis

Expand all [  Wrap all
Qy Sesrch snasset
A MyPrint [EN]
+ loT
-- - Printing depariment
.f @ IT room

. & Printing operalors
.- s Back Office Rolary
! printing press
--Rotary printing press

+ Computer graphics depariment

+ GDPR legal obligations

Edit
consequences).

NC3 Luxembourg

Threat and vulnerability must exist beforehand.

& IT room /' Ecitimpacts Integrity : 2 (inherited)
IT room
& Import analysis
N Ke] Pt
7 information A Export analysis ) _
n$k$ MAX risk * Descending ~
© Assetcontext
Impact D See asset in the library  finerability Ci
Azzet
c 1 A xisting controls Qualif. C
9 Detach
T 12 3 moa P st |
ag“m'r'p":;a”nf or boundaries

impacts: Displays the impact and consequence modification view (see Impacts and
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2. Import analysis: By clicking on this option, the Asset import center window opens, where you
can decide whether you want to import an asset by duplicating or merging it into the analysis
(See Importing an asset.). You can choose a file and give a password to the import.

3. Export analysis: This option allows you to export analysis, from the place pointed by the
selected asset of the analysis. The export works exactly like exporting an asset. (See Exporting
an asset.)

e The additional option, is export with assessment. It means, export gets the
evaluation and treatment of risks. By default is disabled.

Export options

No v

4. Asset context: The Asset context window opens, where you can add asset context fields (labels)
to the asset. Each asset can have custom context set by clicking on the 3 dots of the asset context
menu. The labels of the context field values are created on the analysis wise and the values of
the context are particular to the selected asset. If an asset is global the context value is shared to
its siblings.

You can add asset context fields by clicking on the + icon at the bottom of the popup. You can edit
the field label by clicking in the pencil icon or delete it by clicking on the trash bin icon:

Asset context *

Add a field label

. |PHT_.-!Z:(-:/ , -

@ Add an asset context field

5. See asset in the library: Displays the asset from the library, allowing you to have another
context menu that allows changes to the asset. (See the [Context menu of library].)

6. Detach : This option removes an asset from the risk analysis.

g This action may lead to the loss of risk assessments for this asset and its
childrens.

4.4.5. Impacts and consequences

Edit impacts

The first contextual menu of an asset is called the ‘Edit impacts’. The goal is to determine the level
of primary assets and assess the potential impacts and consequences that may arise from the
realization of the model’s risks. Once you click on the ‘Edit impacts’ link, the following pop-up
appears:
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Edit impacts

|

Consequences ) Show hidden consequences
Reputation (&) Operational Legal (B Financial (& Personal (&) Environmental (E) Max
Confidentiality Uinkniowin v Linknionim v LhnEcriown v Linkmiown hd Unknown v Uinkmown hd
||‘|1wiﬁ' Unkrion v Lk v Lk v Lnknow v Unikngwn v LInknaiw - -
Availability Unkrcwn - Unkricm - Unkricwn - Unkridwm - Unkngwn - Unkngwn - =
Cancel

When you hover your mouse over the eye-shaped icon next to the column names, a relevant tooltip
appears. For example, hovering over the 'Operational’ column will display the following tooltip:

Edit impacts

|

Consequences W Show hidden consequences
Reputation (& Operational & Legal (& Financial = Personal {5F Environmental {=) Max
0: No consequences
Confidentiality Unikasonn - Ushdiovm 1: Mimor n-:'_ldFH‘LS without any impact o? customers, o - Unknown -
2 : lselated incidents with & manageable impact on customers.
3 Interruption of a whale department.
Integrity Unknovn = Unknowm 4: Complate stop of all services owm T Unknown =
Awailability Unlxnown - Unknowm - Unknowm - Unknowm - Unknowm - Unknown -
Cancel

Next, set the consequences (e.g., Reputation, Operational, etc.) based on the aspects of
Confidentiality, Integrity, and Availability by selecting the appropriate value (0, 1, 2, 3, or 4) from
the drop-down menu:

Edit impacts

|

Consequences B Show hidden consequences
Unknown
Reputation @) Operational () Legal G Financial (& Envirenmental &) Max
[t}
Confidentiality 1 - 2 - 1 - 2 - 1 1 - 2
2
Integrity Unknown = Uinknowm - Unknavm - Unknown = Unknawm -
3
Availability Unknosm - Linknowm - Unknavm - Unknown = 3 Unknawm -
Cancel

The tooltips always help you. For example, hover your mouse over the value 2 to see the
consequence it describes for the 'Operational’ consequence under the 'Integrity’ aspect:
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Edit impacts X

Consequences B Show hidden consequences
Reputation (&) Operational (&) Legal & Financial () Personal (& Environmental (&) Max
Confidentiality 1 - 2 - 1 - 2 - 1 - 1 - 2
Integrity Unknown - Unknown Unknown Unknowm - Unknown - Unknown -
L]
FAwailability Unknown - Unknown - Unknowm - Unknowm - Unknown =
1
2
‘ Cancel
3 Isclated incidents with a manageable impact on customers.

These tooltips help a lot in choosing the right values. If you have selected the values everywhere, it
is worth reviewing the values on the right side of the table (there are also tooltips here).

B Show hidden consequences

Financial (& Personal &) Environmental (&) Max
- - -
2 1 1 2 ~

Average impact, acceptable.

Unknown = Unknown = Unknown = Infarmation leaks harm arganization’s interests,
Examples:
- Moderately sensitive information leaks which are anly for a group of people.

Unknown = Unknown = Unknown = - Intemal networking scheme.
- Documentation or source code which is non-critical.

Cancel

If you find the settings appropriate, save them by clicking on the ‘Save’ button.

0 By leaving the pointer unmoved over the numbers, the meaning of this number
appears after one second.

When one of the criteria C (confidentiality), I (integrity) or A (availability) is allocated, there is a
need to ask : what are the consequences on the company, and more particularly on its ROLFP, i.e. its
Reputation, its Operation, its Legal, its Finances or the impact on the Person (in the sense of
personal data)?
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1 Show hidden consequences

Financial @ Personal @ Environmental @ Max

Strong impact, hardly bearable.
Unknown Unknown - Unknown 2] Information leaks seriously harm organization’s interest. Example:
- Confidential information leaks.

- Bank secrecy

Unknown = Unknown = Unknown = -| - Sensitive personal data
- Security incident

Cancel Save

In the case of the above figure, the 3 (out of 5) impact on confidentiality, is explained by the
maximum value ROLFP regarding confidentiality. For example, 3 is the consequence of the person
in case of disclosure of his personal file.

0 To hide the consequences that will not be considered. Click on the icon @. To
show it again. Click on Show hidden consequences.

4.5. Operational Risks

4.5.1. Risks table

Below is an example of an Operational Risk table.

Risk analysis ~ GDPR legal ° E
obligations . Confidentiality : Inheritedintegrity : Inherited Availability : Inherited
Expand all ; ‘Wrap all GDPR legal cbligations *
Qi Sesrchon ssset
Information risks Operational risks e
A MyPrint [EN]
e T P — .
b Risk threshold (on max NET mki@- '\_1) O . [ o
HE ;"":“9 depariment 62 operational riskse
[ IT rooam
i Shaw inherent operational risks Vind of keskmant . . - e
@ g poraos » el of tre | Q 5 i Mt risk Descending

0 Back Office Rotary

peinting press Net risk
“+Rotary prinfing press Residual
‘4 Compuler graphics department Asset Risk description Impsct Curent Treatment  eaoid
Prob. Wep ' Existing controls
+ GDPR legal obligations o Rep. Ope. Leg. Ein. Per ris
Assets Bbrary I Low communication
ORO betwesn DPO and the: 4 1 3 3 2 3 Absence of DPO Reduction 3
i commission
Q  Search an asset
Incompatibilty betvween
4+ Fundamentals PO I:I_PO_ functions and 4 1 3 3 2 3 Absence of DPO Reduction 3
+ EBIOS missions

To reach this table, please follow the steps as follows:

1. Select the primary asset. In this case, GDPR legal obligations.
2. Click on the tab Operational risks.
3. The figure shows the total operational risks associated with the primary asset.

4. By selecting the relevant radio button, you can choose specific risks based on the risk
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acceptance threshold.

5. Ability to sort most columns of the table. The sort can be done by Asset, Position, Net
probability, Net risk, and Residual risk. The sort direction can be Ascending or Descending.

The operational risk table may or may not display the inherent risks. They are the
o operational risks that would impact the organization without any controls in place.
To show this option see Creating a Risk Analysis.

L]
GDPR legal . :
obligations 1] Confidentiality : Inherited Integrity : Inherited Availability : Inherited
GDPR legal cbligations .
Information risks Operational risks
Rigk threshaold (on maxNETrisk:@ {:} (:;1 . K nd of tregtment q @
62 operational risks _ Ascending
) ol 1
1 Show inherent operational risks 3 Het risk = [ Descendig
o @ o o e 0
. . Residual
Asset Risk description Impact Current o Treatment risk
Prob. risk Existing controls
Rep. Ope. Leg. Fin. Per
Low communication behween DPO )
DPO and the commission 4 1 3 3 2 3 - Absence of DPO Reduction 3
Incompatibility betwesn DPO
DPO functions and missions 4 1 3 3 2 3 - Absence of DPO Reducfion 3

1. Asset: Assets involved in the evaluation
2. Risk description: Description of risk

3. Inherent risk: Operational risk is calculated from the two factors, the probability (Prob.) of the
risk scenario and the Impact based on the ROLFP" without controls in place. The current risk
represents the maximum value of the probability of the ROLFP impact values.

4. Net risk: Net risk represents the risk of the measures currently in place. The calculation is the
same as for the inherent risks.

5. Existing controls: Describe here, in a factual manner, the control in place.
6. Treatment: Indication if the risk is treated and risk profile (see Operational risk sheet).

7. Residual risk : Value of the residual risk. In the case of the figure above, the residual risk is
equal to the maximum risk because it has not yet been treated.

4.5.2. Operational risk sheet

In the risk analysis, click on an asset and choose the Operational risk tab. Then, in the ‘Kind of
treatment’ dropdown menu choose ‘Not treated’. The not treated assets should appear in the table.
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Risk analysis ~
Expand all

Q) Searchsnasset
Lo 8 MyPrint [EN]

T

Wrap all

+ loT

+ Printing department

+ Comgputer graphics depariment
+

GDPR legal obligations o

Aszets library ~
€, Searchsnasset
+ Fundamentals

+ EBIOS

Confidentiality :

Inherited

Information risks

52 operational risks

v2024-10-25

GDFR legal obligations  §

GDPR legal obligaticns . ——
Integrity : Inherted  Availability : Inherited

Operational risks o

Riskmmahold[mmuNETrislﬂ@ O D O . Keywords

B Show inherent operational risks Nmmmo,_ Q o * et risk . Dﬁ'mdiw .
Met risk
hgset Risk description Impact Currenl Existing Treatment wﬂ
Prob. . it 14 controls
Rep. Ope. Leg. Fin. Per
L AN NRR RN S ETRERY -
Cowen  Uscdedamobe o4z 2 s M9, |2
Click on the Not treated link in the operational risk table, so the risk card is displayed.
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GDPR legal obligations  §

GDPR legal obligations .
Confidentiality : Integrity : Inherited  Availability : Inherited
Inherited
Information risks Operational risks
Impact
Prob. MAX risk
Reputation Operational Legal Financial Personal

Current risk o 1 1 2 1 1 2 2
Residualrisk (£ 1 1 2 1 1 2 2
Asset o Consent

Risk description o Insufficient evidence of the consent collection

Risk owner e

Risk context e This is a free text field.

Risk probability 1 - Very unlikely: never happened, requires a high level of expert knowledge, or it is very expensive to execute.
Existing controls Contract signed
Recommendations

Search a re...

Kind of treatment o B$ Not treated -
Security referentials 150 27002 NIST Core PCID3SS 40
< Previous

1. Current risk: Values for risk probability (Prob.) and ROLFP" Criteria.

2. Residual risk : Values for risk probability and ROLFP"™ criteria (not yet treated). Those values
should be adjusted according to the recommendation and the measures that will be put in place.
Reminders of the parameters of the risk table.

3. Asset: the name of the asset
4. Risk description: the description of the risk

5. Risk owner : This field is aligned to the ISO27005 latest specification and allow you to specify the
risk owner. The risk owner is saved in the database and can be selected by typing its first letter
for using in another risks.

6. Risk context : This field is aligned to the ISO27005 latest specification and allow you to specify
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the risk context.The context field is a free text field.
7. Recommmendations : Creation / Assignment button for adding one or more recommendations.

8. Kind of treatment : Selection of the type of risk treatment (Not treated, Reduction, Denied,
Accepted, or Shared).

9. Security referentials: (ISO 27002, NIST Core, etc.)
0 Once the validation has been done, the risk is treated.

4.5.3. Adding additional risk

You can add further risks to your risk table. Select an asset in the risk analysis and click on the
‘Create a specific risk’ link below the risk table:

Risk analysis ~ E
) Printing department .
Expandall ;  Wrapal Printing department .
Q Confidentialityintegrity : 2 Availability : 3
Search an asset +
fr WyPrint [EN] Information risks Operational risks
i+ 10T
-- + Printing department o
+ Compuier graphics department Risk threshodd {on max NET riskfl-@:l Ii__,.l 'C;I . Keywards
+ GDPR legal obligations 0 operational risks
Assets | I:ll'ary -~ . Show inherent operational risks K firealment = O\ ‘E) i Met risk ~  Descending ~
q Search &n asset _ o . ) )
There are no operational nizks for this instance, or the filfars gave no resulis.
+ Fundamentals
+ EBIOS e =+ Create a specific risk Page - Rows per pags 0 - 1-0070 4 >

1. Click to create a specific risk: A pop-up appears and allows a new risk to be associated with
the current asset. If the risk does not exist, it can be created directly. In the popup window, you
can decide whether you want to add an existing risk or create a new one:

Add a specific operational risk X

u Use an exisfing risk

Create a risk

Cancel
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[1] CIA,Confidentiality, Integrity and Availability.

[2] rolfp,Reputation, Operational, Legal, Financial and Personal
[3] rolfp

[4] rolfp

[5] rolfp
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Chapter 5. Evaluation Scales

To reach the ‘Evaluation scales’ menu, use the contextual menu (three-dot menu) in the top right-
hand corner of the application.

= Home > MyPrint [EN]

— MyPrint [EN] -
Expand all j ‘Wrapall MyPrint [EN] * [

Q, sesrch enasser Information risks Operational risks
A MyPrint [EN]
e () ™y N
P Risk threshold (on max NET risk) (@) L) L) .
+ Printing department ) - -d of treatment q _(-:) B
+ Computer graphics depariment 62 Opera“ﬂnal risks . -
+ GODPR legal ebligations P Show inherent operational risks
Het risk = Descending -~

Once you click on the three-dot menu, a submenu opens. Choose the submenu ‘Evaluation scales’:

Risk analysis

Dashboard

Evaluation scales

Knowledge base

Interviews table

Record of processing activities
Statement of applicability

Snapshots

The screen has three tabs as follows:

1. Information risks
2. Operational risks

3. Compliance
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This chapter is divided into three parts accordingly.

5.1. Information risks

The Evaluation scales window opens which has the following parts (from top to bottom):

1. Impacts and consequences scale
2. Likelihood scale
3. Vulnerabilities scale

4. Acceptance thresholds of information risks

0 All scales are editable and customizable.

a However, it is no longer permitted to modify scales as soon as an evaluation has
been encoded.
5.1.1. Impacts and consequences scale

The first section of the Evaluation scales window is the ‘Impacts and consequences scale’ table. It is
a fully customizable table, by clicking on its different parts, you can edit it.

Infarmation risks Operational risks Compliancs

Impacts and consequences scale: [0-4] 0

B show hiddan impacts e e
Impacts Consequences
Confidentality Integrity e Awvailability Financial {Ep o Personal &)
Monexistent impact Mongxdsient mpact Moneodsient impact
0 The conSdentality critenion is nod The inbegrity cribesion is not The availlabdity critenon is not Mo conseguences Mo consequences
irmportant. imparant irporiant

‘Weak impact, insignificani
Information keaics are negative tothe

fn
organization’s inderests Wreak impact, insignificant.

Corruption easy to rectify without any | RS MPact, insignificant.

Some inconvenience which will b2

Ecannples: - Unsvailabilty which is incomenient, Brings some margnsl fees (moreor | L ot
1 ireemsl infermation lasks which E?;f:l‘fw but not really hanmiud far the less 19 of the sales revenye). ;23:’;;:;?;&' T‘_};’: wx‘f'
shouldn't be outside the company. ~ itemal madl or letier B : F—
- Memarandurm
- Intemal phane diractory
Average impact, accepiable.
Infermation lesks harm organizatien’s.
Interests, Average impact, ecceptable Awverage impact scceptable Significative inconvenience which
Examples Caomruption which brings an Unavailabilty which brings an Hrin . teas could be topped with some difficulties
- Modarately sensitive informaton inconyenence 1o the stakengidars incomvanence io e siakenoldens Srngs 2ame or-ms..-gn.l (Aodtional cosis, denial of access o
2 loaks which ar enly fior 2 groug of Pecovery is gasy. Emmple: {rmore of less ek commenzial delivary, fear,
=] Examgla: - Maximum ma periods consideras oo oo migunderstanding, stress, slight
= Intemal nefwodang schema. = Informational web site. unbesrable ane nod reached. physazal slrments, e2c.).

- Decumantation of Source code
which is non-critical.

. Click to modify the number of scales.
. Click Show hidden impacts to show or hide the criteria not used in the analysis.
. Click edit the headings of each scale.

. Click the symbol to hide an unused column.

[ B S N O N N

. Click the New column name to add new impact criteria.

Please note that you can edit the headings and the content of the cells by simply clicking on them,

NC3 Luxembourg Page 50/98



MONARC: User Guide v2024-10-25
allowing you to provide different values or explanations.
Impacts and consequences scale: [0-4]

B show hidden impacts

Confidentiality

Monexistent impact.
0 The confidentiality critenion is not
important,

Weak impact, insignificant.
Information leaks are negative to the
organization’s interests.

1 Examples:
- Intermal information leaks which
shouldn't be outside the company.

Impacts

Integrity

Monexistent impact.
The integrity criterion is not
important.

eak impact, insignificant.
orruption easy to recti
lany consequences,

Availability

Monexistent impact.
The availability criterion is not
important,

Weak impact, insignificant.

Unawvailability which is inconvenient,

but not rezily harmful for the
stakeholders.

Consequences

Financial =)

NO consequences

Brings some marginal fees (more or
less 19 of the s2les revenue).

- Memorandum
- Internal phone directory I

5.1.2. Likelihood scale

The Likelihood scale is the second part of the window. It is a fully customizable table, by clicking on
its different parts, you can edit it. In the below example, there are only five scale values of the scale
between 0-4.

Likelihood scale: [0 -41]

0. Impossible

1. Very unlikely: never happened, requires a high level of expert knowledge, or it is very expensive to execute.

2. Unlikely: might have happened, rare phencmenon which requires a good level of expert knowledge, orit is expensive to execute.
3. Could happen occasionally

4. Wery likely: easy to execute, no mentionable invesiment or knowledge necessary

You can modify it easily. Just click on any of the values and give a different value: the Impacts and
consequences scale table will change accordingly.

Likelihood scale: [ 0 -[[ |1

0. Impossible

1. Very unlikely: never happened, reguires a high level of expert knowledge, or it is very expensive to execute.

2. Unlikely: might have happened, rare phenomenon which requires a good level of expert knowledge, orit is expensive to executs.
3. Could happen occasionally

4. Very likely: easy to execute, no mentionable invesiment or knowledge necessary

Just like with the scale values, you can also modify the description/explanation of the values by
clicking on them and giving a different description/explanation.

Likelihood scale: [0-4]

0. Impossible

1. Ve?y unlikely: never happened, reguires a high level of expert knowledge, or it is very expensive o execute.
2. Unlikely: might have happened, rare phenomenon which requires a good level of expert
knowledge, or it is expensive 10 execute.
3. Could happen occasionally

4. Very likely: easy to execute, no mentionable invesiment or knowledge neceszary
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5.1.3. Vulnerability scale

The third section of the Evaluation scales window is the ‘Vulnerability scale’ table. It is a fully
customizable table, by clicking on its different parts, you can edit it.

Vulnerabilities scale: [0-5] o

0. No vulnerabilities.

1. Very weak vulnerability: Some efficient measures have been already taken, and their effectiveness is controlled. e
Very high maturity. Good practices are implemented and frequently verified.

2. Weak vulnerability. Some efficient measures have been already taken.

High maturity: Good practices are implemented.

3. Average vulnerability. Some measures have been already taken, even though they could be better.

Average maturity: Good practices are implemented without searching a better way.

4. Strong vulnerability: Some measures have been already taken, even though they are ineffective or unadapted.
Low maturity. Good practices aren't implemented, but there are some positive reactions without any thoughis.

5. Very strong vulnerability: Mo measures have been implemented.

Very low maturity or mo maturity at all.

1. Click to modify the number of scales.

2. Click to edit the heading on each scale (Management identical to the impact scale).

5.1.4. Acceptance thresholds

The fourth section of the Evaluation scales window is the ‘Acceptance thresholds’ table. There are
two separate tables for acceptability thresholds, as operational risks and information risks are not
calculated in the same way. Information risks are calculated using three criteria:

Acceptance thresholds of information risks

8 o 1 2 3 4 5 & & 9 10 12 15 16 20
o o o o0 ©0 0 0 0 O O O O 0O 0O O

R=1x(TxV
10 12 15 16 20

3 0 2 4 6 & 101216 18 20 24 mﬂm R: Risk, |- Impact, T: Threat, V: Vulnerability

a7 0 303591215132427“@@““ e
PN AP = [ [ [« [ [ =

1. Modification of threshold levels of information risks. The table displayed above (as well as the
risk analysis tables) is updated automatically.

Impact
=
-k
%]
[#]
=
(%]
@
@
]

2. Information risks are calculated using three criteria: Impact x Threat x Vulnerability.

5.2. Operational risk scales

To reach the ‘Evaluation scales’ menu, use the contextual menu (three-dot menu) in the top right-
hand corner of the application and choose the submenu 'Evaluation scales'. The Operational risks
screen can be reached by clicking on the second tab of the screen 'Operatioanl risks'.

The Operational risks screen consists of three parts as follows:

1. Impact scale

2. Likelihood scale
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3. Acceptance threshods of operational risks

5.2.1. Impact scale

The first table is the Operational Risk Impact Scale. By default, it has 5 levels, but you may edit it by
clicking on the number and provide a different value. In the below example, the Operational Risk
Impact Scale has 5 levels (from zero to 4) and 5 impacts (Reputation, Operational, Legal, Financial,
and Personal).

Information risks Operational risks Compliance

Impacts scalke: 5 Levels o
B Show hidden impacis e e (]

Reputation &) Operaticnal (&) e Legal {=p Financial @o Personal =)

0 Noconsequences No consequences No consegquences Mo congequences Mo congequences

Smal ﬂmmh"nj‘ of any SENEnCEs, of Some Inconveniencs which will be
really slight one. E;g%i:zﬂi:‘;ﬂﬁ'x::ug“ O topped without difficulty (Time waste,
Any prosacution should be futile. procedure reiteration, Eritation, et ).

Minor incidents without any impact on

1 Sporadic madia critics e —

Significative inconvenience which
could be topped with some difficulties
Brings soma non-marginal fees (more  (Additional costs, denial of access o
of less 5% of the sales revenue). commarncial defivery, faar,
misundersianding. sirass, shghl
physical ailments, elc.)

Temporary degradation of the
2 company or siafl reputation.
Occasional media critics

Izolated incidands with a manageable

impac on Customers. Possibla santence for tha company.

Significalive conseguences which

Strong degradation of ihe company or Erings some heavy fegs which can could be topped, but with some
3 staf reputation Internuption of a whole depariment. Sentence for the company affect the company (more of less 10%  serious difficuliies (funds
Serigus and repeated media crtics. of the sales revenue). embezziement, bank ban,

deterioration of goeds, job loss.).

Significative consequences almost
Dieath of someone. N . iremediabde, which can't be lopped
. . Brings some deadly fees almast y - y
Dafinitive dagradation of the company : & (financial dstress, important financial
4 of £1aff reputation Complate $1op of all sarvices Heavy santance for the company. g:u;ggslit::gﬂt]ne of lass 20% of dells. worKing impossibillty, 1000
i periods pEychological and
prysiolegical aMection. death, ¢1c)

Internationnal media Covirage.

. Click to modify the number of scales.
. Click Show hidden impacts to show or hide the criteria not used in the analysis.
. Click edit the headings of each scale.

. Click the symbol to hide an unused column.

[ 2 Y N O

. Click the New column name to add new impact criteria.

The operational risks impact scales are customisable by modifying the names of any of the existing
scale names and adding custom ones. The level number can be also adjusted to the value that best
fits the organisation’s needs. Each of the impact levels can have a specific predefined value. The
values adjustment has to be started from the bottom to extend the values definition (for example
having them set in geometric progression: 0, 1, 2, 4, 8, 16...). You can edit the headings and the
content of the cells by simply clicking on them, allowing you to provide different values or
explanations.
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Information risks Operational risks Compliance

Impacts scale: & Levels

Show hidden impacts

Reputation E& Operational @

0 Mo conseguences Mo consequences

Minor incidents without any impact on

1 Sporadic media critics

You may make any impact hidden by clicking on the 'eye' icon next to the name of the impact

Show hidden impacts e

Reputation Q o Operational '@

0 HNoconsequences Mo consequences

Minor incidents without any impact on

1 Sporadic media critics customers.

and then click on the toggle 'Show hidden impacts' to become grey:

I Show hidden impacts
The 'Reputation’column

is hidden
Operational (i)
0 Noconsequences

1 Minor incidents without any impact on customers.

5.2.2. Likelihood scale

The second table is the Operational Risk Likelihood scale:
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Likelihood scale: [0-41]

0. Impossible

1. Very unlikely: never happened, requires a high level of expert knowledge, or it is very expensive to execute.

2. Unlikely: might have happened, rare phenomenon which requires a good level of expert knowledge, or it is expensive to execute.
3. Could happen occasionally

4. Very likely: easy to execute, no mentionable invesiment or knowledge necessary

By default, it has 4 levels, but you may edit it by clicking on the number and provide a different
value.

Likelinood scale: [0-[f 2]

0. Impossible

1. Very unlikely: never happened, requires a high level of expert knowledge, or it is very expensive to execute.

2. Unlikely: might have happened, rare phenomenon which requires a good level of expert knowledge, or it is expensive to execute.
3. Could happen occasionally

4. Very likely: easy to execute, no mentionable investment or knowledge necessary

Also, you can edit the content of the cells by simply clicking on them, allowing you to provide a
different explanation.

Likelihood scale: [0-4]

0. Impossible
1.

‘ery unlikely: never happened, requires a high level of expert knowledge, or it is very expensive 10 execute.

2. Unlikely: might have happened, rare phenomenon which requires a good level of expert knowledge, or it is expensive to execute.
3. Could happen occasionally
4. Very likely: easy to execute, no mentionable investment or knowledge necessary

5.2.3. Acceptance threshods of operational risks

The third table is the Acceptance thresholds for operational risks.

Acceptance thresholds of operational risks

Probability
0 1 2 3 4

o 0 0 0 0 0
R=1xP

Impact
-
=
-
%]

Bl
-

a R: Risk, I: Impact, P: Probability

o] 2
=]

1. Modification of threshold levels of operational risks. The table displayed above (as well as the
risk analysis tables) is updated automatically.

8 0 300 3

(=]

s
=
£
[==]

2. Operational risks are calculated using two criteria: Impact x Probability.

5.3. Compliance

The third tab on the top of the screen is 'Compliance'.
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Information risks Operational risks Compliance

Compliance scale: & Levels

4 Quantitatively managed

Level of compliance Colour

0 Non-existent |:|
1 Initial e
2 Managed -
3 Defined O
T

]

5 Optimized

The compliance levels configuration is created to allow customisation of the “Statement of
Applicability” levels and define the colours of the records highlighting when the level is selected in
the table. The number of levels is customisable and the colour selection is done from the colours
palette. By default, there are six levels of the Compliance scale but it can be modified simply by
clicking on the level number:

Information risks Operational risks Compliance

Compliance scale: IEI Levels

Level of compliance Colour

0 Mon-existent

1 Initial

2 Managed

3 Defined

4 CQuantitatively managed

LI

5  Optimized

All cells in the table can be modified by clicking on the given cell. You can modify the first column
by changing the compliance scale level (described above). You can also edit any cells of the second
column (Level of compliance):
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Information risks Operational risks Compliance

Compliance scale: 6 Levels

4 CQuantitatively managed

Level of compliance Colour

0 Non-existent [ ]
i J [
2 Managed [
3 Defined O
T

]

5 Optimized

If you want to change colour of a certain level of compliance, click on the relevant cell in the colour
column. Then choose a different colour from the palette:

Information risks Operational risks Compliance

Compliance scale: 6 Levels

Level of compliance Colour

0 Mon-existent

1 Initial
2  Managed
3  Defined

4 CQuantitatively managed

5 Optimized

y.-n- =

33 o9 253
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Since the colour for the level 'Initial' and 'Managed' were very similar (orange shade), let’s change
the colour for the level of 'Managed' to blue:

Information risks Operational risks Compliance

Compliance scale; 6 Levels

4 Quantitatively managed

5 Optimized

Level of compliance Colour

0  Mon-existent [ ]
1 Initial [
2 Managed [
3 Defined O
T

]
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Chapter 6. Management of Knowledge Base

The knowledge base menu is always accessible from the main view of MONARC.

Click on the contextual menu :] in the top right-hand corner of the screen and choose the

submenu ‘Knowledge base’ from the list:

= Home > MyPrint [EN]

1 2
Risk analysis ~
Expandall 7 Wrap all
Q Search an asse

A MyPrint [EN]
+ loT
+ Printing department
+ Computer graphics deparment
+ GDPR legal obligations

Assels library ~
Q, Searchan asset.
+ Fundamentals

+ EBIDS

Information risks

163
information
risks

Asset

User
workistations

MyPrint [EN]

MyPrint [EN]

Operational risks

Risk threshold (on max CIA) (@

Risk analysis

Dashboard

Evaluation scales

Knowledge base

MAX risk -

Threat
Label Prob. Labe
’ Authorise
Forging of
rights * Taarlagir

Interviews table

Record of processing activities

Statement of applicability

Snapshots

All parameters are managed with the same view. The knowledge base has the following tabs:

Asset types
Threats
Vulnerabilities
Referentials
Information risks
Tags

Operational risks

® N e ok WM

Recommendation sets

In the User Guide, the tabs will be explained in the above order. The knowledge base opens with

the ‘Asset types’ tab and contains the following main functionalities:
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= Home » MyPrint [EN] » Knowledge base

1 2

Asset ypes o Threats Vulnerabilitles Referentials Information risks Tags Operational risks Recommendations Sets :
Asset types Q) search e show actve caly  + §2) ¥
D Status Label ’I‘ Code Type Description Actions
DG/ Backup Ov_BACKUP Secondary Backup Fa |
Building, office = —
O ' or premisas Ov_BATI Secondary Building, affice or premises (]
Business Custom business application or > =
I:l 4 applicabon LOG_APP Sacondary slandarnd 7 [

1. Select the desired parameter tab.
. Add a parameter according to the active tab.

. Search for a parameter.

2
3
4. Select a parameter (for manipulation).
5. Edit/delete selected parameters.

6. Show active only: by clicking on the field, you may choose 'Show inactive only' or 'Show all'.
7

. Reset filter : You may reset the filter to the original setting by clicking on the arrow turning to
the left.

8. Export CSV: You can export the knowledge base objects by clicking on the downward pointing
orange arrow. You can export (and later import) the complete Knowledge Base objects ether
with the analysis data or without. This way the Knowledge Base of the analysis can be shared.

Generally, all parameters have a code, label, and description

* The code is used to categorize the parameter.
* The label is displayed in all MONARC views.

» The description is the label that typically appears in the tooltip.

If you click on the ‘Add an asset’ icon, the ‘Add an asset type’ window appears. You can add assets
by importing them from a file or from MOSP. If you choose to import an asset/assets from a file, the
’File import center’ appears.
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File import center

| Choose File | No file chosen | o o 6
0 Asset types + e
code label description type
Cancel

1. You can choose a file to upload it.

2. You can get information on the form and content requirements related to the file to be
uploaded.

3. You can import the file.

If you click on the ‘T’ icon, the File Schema popup appears, which provides additional information
about the mandatory fields to populate when creating a file to be uploaded.

File import center

| Choose File | Mo file chosen o_.. Fi|8 Schema (CSV xlsx DdS}
0 Asset types 4 e code [fext] *
Example:C18, 123, CAZ C-12
code label description type

label [text] *
Example:Network
description [fzx1]

Example-Any nefwork hardware (router, switch,
firawall, efc.)

type [1.2] ©
Example:

1. primary asset
27 gecondary assef

* Mandatory field

¥ Example File

Cancel
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Chapter 7. Selecting assets separately or as a
group

You can select assets separately by clicking on the checkbox in front of the relevant asset (1), or you
can select all the assets in the list by choosing the top checkbox next to the column header called
‘Status’ (2).

Asset types Threals Vulnerabilities Referentials Varmatic Tags srabional rish

m

2 items selected

e O swws Label Cotlo Type Description Actions

| W Backup OV_BACKUP Secondary Backup S B
Building, office ) - > W

o E W of premises CV_BATI Secondary Building, office or premises rd [ ]
D o Business LOG APP s ) Custom business application or - =

e ecandary standard /s 1

application

7.1. Type of assets

There are two types of assets:

* Primary or business assets: They generally represent, but are not limited to, internal or external
services, processes or information. They are the ones that are at the root of the analysis and that
will decline their impact on other assets. The containers used to organize the analysis visually
are declared as a primary asset (e.g. Back Office).

* Secondary or supporting assets: These are the assets on which risks are associated, they are
used to describe the risk profile of the primary assets.

7.2. Threats

The essential parameters of threat threats are in alignment with the CIA criteria. It is important
when creating a new threat to properly specify these criteria, because they will influence the risk
tables. Example: Passive listening (listening, watching without touching anything) is a threat, for
example, that affects only the criterion of confidentiality. Threats have themes to generate statistics.

The screenshot below shows an example of what the Threats table looks like. As you can see, its
structure is very similar to that of the Asset types table, and you can perform the same operations
with the elements.
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Asset types Threats Vulnerabilities
Threats Q, search

D Status Label 41\ Code

O Abuse of rights MDA17
Breach of

D v information system MDA25
maintainability

D s Breach of personnel MDAZE

availahility

7.3. Vulnerabilities

Referentials

Cla

ClA

Information risks Tags

Description

Someone with special rights
(network administration,
computer specialists, elc)
maodifies the operating
characterisfics of the resources.
Lack of expertise in the system
making retrofitting and
upgrading impossible

Absence of qualified or
authorised personnel to execute
the usual operations

v2024-10-25
Operational risks > i
Show activeonly ~ 42) ¥
Actions
Y
V|
s 0

Vulnerabilities must negatively describe the risk context. The greater the vulnerability, the less
existing or effective the measures are. Vulnerability is inverse to maturity. Example: "Absence of
identification of sensitive goods": Low vulnerability if the sensitive goods are identified and vice
versa, the vulnerability is great if they are not. The description of the vulnerability is very
important because it appears in the risk table as an additional description that helps the security
specialist refine a questionnaire or the precise points that are sought about a risk.

The screenshot below shows an example of what the Vulnerabilities table looks like. As you can see,
its structure is very similar to that of the Asset types table, and you can perform the same
operations with the elements.

Threats Vulnerabilities

Vulnerabilties Q, search

Status

O 0O O O
53

Label ~

Absance of the secured pomp

Access point allowing unlawful
eavesdrapping

Access privileges to shared information

difficult o manage or not managed at all

(definition, implementation, maonitoring)

7.4. Referentials

Referentials Information risks Tags
Code Description
Absence of the
ILR_POMPE secured pomp
952
1078

Operational risks >

Show active only

|4=

-0

Actions

N
- m

N,
m

It is a repository used by default to assist in the implementation of controls for managing a specific

risk.
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Asset types Threats Vulnerahilities Referentials

IS0 27002

NIST Care

PCIDSS 4.0 o

Controls Q, search

[0 code A  Label

O 511

Palicies for information security

O s12

Review of the policies for information security

v2024-10-25

Information risks Tags Cperational risks >
@9/ =*
Show active only ~ O i
Category Actions
Information security policies f i
Information security policies f i

1. This area is dedicated to managing the selection of referential. On the right, there are the
standard buttons to edit, add, and delete a referential.

2. This new icon appears when you have two referentials. It allows you to add, import or export
matching between the selected referential and the others.

3. This area is dedicated to managing security controls of the selected referential.

7.5. Information Risks

This table is the core of MONARC’s knowledge base. This is where associations between 'Asset Type,'
'Threat,’ and 'Vulnerability' are made. The combination of risks inherent to each asset will be
proposed by default when the risk model is created. For each association, which can be considered
a risk scenario, it is possible to link security measures from the referentials tabs. Only supporting
assets are available for Threat/Vulnerability associations.

.
Asset types Threats Vulnerabilities Referentials Information risks Tags Operational risks > :
Information risks Q search Showactveonly ~ 1027002 <t ) (& #
D Status 41'\ Asset Threat Vulnerability Controls Actions
1070 - Incorrect
sizing of
MDATE - resources (e.q.
D v, OV_IOT_NETWORK_INTERFACE Saturation of loo many users + =
- loT - Interface réseau the information for the number of 4 L
zystem connections
possible and the
passband)

It is possible to switch between referentials to see their linked controls of the risks shown below.
Use the down-pointing arrow, so you can choose between the options that appear.
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LE L]

Referentials Information risks Tags Operational risks 2
Show active only + SO 27002 C *
MNIST Core
Threat Vulnerability PC| DSS 4.0 ons

This new icon (Update controls) appears when you have two referentials. It allows you to
automatically linked controls of a referential to risks. It uses the matching defined in the step
before.

L1 3 ]

Information risks Tags Operational risks »
Show active only = IS0 2? C|*
Vulnerability Controls Actions

The Update controls popup opens, where you can use two drop-down menus to match two
referentials.

Update controls X

Referential to update
IS0 27002 o -

From referential matched

NIST Core e -

Cancel

1. The first referential is the one which you want to link to the risks.

2. The second is the source you want to use (it has taken risks linked to its controls).

7.6. Tags (Operational Risks)

The layout of the Tags table is very similar to the previous ones. Just like with the tables described
above, you can add an element (tags), search among elements, reset the filters, or export the items
as a CSV file.
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Tags represent a categorization of operational risks. It is a logical grouping of risks that can then be

associated with primary assets.

Assel lypes Threats Vulnerabilities Referentials Information risks Tags

D Code Label
D DPIA_Consent Consent
O oraoro Data Protection Officar

7.7. Operational Risks

Cperational risks »

LO N 4
Actions
/s 0
s 0

It is a list of risks created by default or added specifically. Each risk can be associated with one or
more tags, which allows, when depositing an asset in the analysis to propose default risks, as for
the risks of the information. It is possible to link security controls to the risks of the information.

Assel ypes Threats Vulmerabilities Referentials

Operational risks Q, search

e

Tags Code Label

Abssnce of binding
corporate rules

O  oriaTansue 4

Add an operational risk
Search among operational risks

Filter among tags

Reset filters

Update controls

A L A

Export into a CSV file

Information risks T.".’._::'-» Opefational rsks
All tags
Description

For full details on “binding corporate rules™ see Article
47 If sections 46 and 47 cannot be complied with and
the transfer still needs to be made, see: - 48: Transfers
ar disclesures not authorized by Union law - 49
Derogations for special situations Note: At this point, an
in-depth study must be camied out, in order to be sure of
respecting the GDPR for its "Transfers” (Art. 47, 48, 45)

Choose between standards (ISO 27002, NIST Core, etc.)

7.8. Recommendations Sets

-

Recommendations Sets

Y
© 000

Contrals Actions

511-

Palicies for

infarmation ra
sacurily

613~
Caontact with
autharities

The Recommendations Sets table is the repository that is used by default to manage the

recommendations.
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Asset types Threats Vulnerabilities Referentials nformation risks Tags Cperational risks Recommendations Sets H
PR
Existing Recommendations o rd [ ]
Recommendations Q, Search e showactveorly + £2) ¥
D Slalus Code Description Importance Actions
D w Rec1 Defing the rnules for using and leaving the equipment, for all staff . ,‘ i
D v Rec 10 Implement rigorous access control including the need to know e " i

1. Add, edit, or delete a recommendation
2. Search among the recommendations

3. A drop-down menu to choose from to ‘Show all, only the inactive, or only the active
recommendations

4, Reset filters

5. Export recommendations as a CSV file

When you click on the pencil icon, the ‘Edit a recommendation’” window pops up. There, you can
check the meaning of the column ‘Importance’.

Edit a recommendation

=: Rec7

i Importance

(O +useful information for safety, advice

O =+ Recommendation which requires a dedicated acfion to selve a vulnerability or 3 missing best praclice

=== Priorily recommendation

E Periodically test the restoration procedure using a representative sample of data.

Cancel
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Chapter 8. Statement of applicability

To reach the Statement of applicability screen, please click on the contextual menu :| on the

right:

Home > MyPrint [EN]

Expand all /  ‘Wrap all

A MyPrint [EN]
+ loT

+ Printing department

+ Computer graphics department
+ GDPR legal obligations

Assets library T

Information risks

163
information
risks

MyPrint [EN]

MyPrint [EN]
Operational risks

Rigk threshold (on max ClA) @

MAX risk -

L1 3 ]

Descending

Expandall [ ‘Wrapall

M MyPrint [EN]

+| loT
-- + Printing departtment
+ Computer graphics depariment

+ GDPR legal obligations

Assets library ~
O\ Search an asset.
+ Fundamentals

+ EBIOS

Information risks

163
information
risks
Impact
Asset
(S |
User

wnrketatinne

MyPrint [EN] !
MyPrint [EN] ]

Operational risks

Risk threshold (on max CIA) (@)

MAX risk -

Risk analysis

Dashboard

Evaluation scales

Knowledge base

Interviews table

Record of processing activities

Statement of applicability

Threat
Label Prob. Label
. Authorisatior
Forging of {
rinhte 3 managemen

The Statement of applicabality screen appears:

NC3 Luxembourg
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saw

Statement of applicability

1S0C 27002 o NIST Core PCIDSS 4.0 e e
O\ Search e e o All categones - i

-

L
L . . . . ! Level of
Category Code Control Inclusion/Exclusion  Remarks/Justification Evidences Actions a compliance

ex

Information Policies for . . - Finishing the

. . . First draft of the policy Ref: . s

sacurity 5.1.1 information CcO | BR ) security (Géré guantitat...

policies sacurity framewiork POLSEC_0.1.docx policy |
BP | RRA

1. Choose the referential (ISO 27002, NIST Core, PCI DSS 4.0) on which one you want to work.

2. The code is a clickable field, click on it and see all the risks attached to the security control
selected.

3. To choose whether the security control is included or excluded, simply click on the acronym. A
description will appear when you hover over it with the cursor.

4. The field remarks/justification, Evidences, Actions are text fields, just click on them and fill in
the relevant cell.

5. Export the selected view in CSV.
6. Import information for the selected referential from another.

7. The Level of compliance is a drop-down list.
The inclusion/exclusion acronyms are as follows:

EX - Excluded CO - Contractual obligations BP - Best practices LR - Legal requirements BR - Business
requirements RRA - Results of risk assessment

If you click on the ‘Import from other referential’, the Import a statement of applicability (SOA)
screen appears:
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Import a statement of applicability (SOA)

A S0A can be completed from another one that is in the same risk analysis. c
Before importing

« Match the controls between the two referentials on knowledge base (Referentials Tab)
= Take a snapshot of risk analysis if necessary.

Import Options
You can select which fields of the SOA you want to impart

If there is a multiple matching:

« The informafion of each conirol will be appended.
= Forlevel of compliance, you can choose import mode calculalion. (Average or waorse level)

From referential e Import Options e

- -

Inclugion/Exclusion Evidences Level of compliance

Average of levels
Remark Action
Emarks ctiens O worse fevel

Cancel o

1. Please Read the text before importing

2. Choose the referential which contains information that you want to convert into the selected
one.

3. Choose import options

4. Clik on the Import button so the information of the referential is imported.
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Chapter 9. Dashboard

The menu is always accessible from the main view of MONARC:

v2024-10-25

1. To reach the Dashboard, first, click on the contextual menu _:J in the upper right-hand corner.

Risk analysis
Expand all /
q Search an asset

Wrap all

MyPrint [EN]

+ loT

r-- + Printing depariment
+ Computer graphics department
+ GODPR legal obligations

Assets library ~

O\ Search an asset...

+ Fundamentals
+ EBIOS

MyPrint [EN]

MyPrint [EN]

Information risks

163

information

risks

Asset

User
workstations

Operational risks

Risk threshold (on max CIA) @

1. Then, from the drop-down menu, choose Dashboard.

Risk analysis
Expand all [
Q  Ssearchan asset .

MyPrint [EN]

Wrap all

IaT

Printing department

Computer graphics department
GDPR legal onligations

+ o+ |+ o+

Assets library ~

Q Search an asset...

+ Fundamentals
+ EBIOS

Jorteament v Q. &) ¥
Impact Threat
I A Label Prob. Label
. Authorisation
3 2 Enrrl%;ng of 3 management
g i flawed
MyPrint [EN]
My Print [EN]

Information risks

163
information
risks
Asset
C
Lser
workstations

Operational risks e/'

O O . Keywords

WAX risk

Ert o

+ Descending =+

Vulnerability

Existing controls Qualif,

Mo access control 5

Risk analysis

Dashboard

Risk threshold (on max Cl&) @- O ]
et v QD ¥
Impact Threat
I A Label Prob. Label
) Authorisation
i 2 En;?;ng of 3 management = No al
a is flawed

Users are not

The view Dashboard shows information about the following topics:

¢ Risks

e Threats

Vulnerabilities

Cartography

» Compliance

NC3 Luxembourg

Most of the charts have parameters and are exportable.

Evaluation scales

Knowledge base

Interviews table

Record of processing activities
Statement of applicability

Snapshots
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-
Information nisks Operational risks Theeals Yulnerabilities Cartography Compliance Recommendations. Io e hd :
Current risks Residual risks
Dragily tuiminy ChEMERE il By FRET Dehpliy ficeSubl SRR Iy Pt [y T
Ll v  Discigle Bar Chast = ABjunffler . = !e Laegl w  Discrele Bar Chat =  ANjunsier.. ~ ¥
13 - -} ne 40
100 100
” k-]
w 0

i

Huméer af inks
a
eiinge of Be mas ek b

[

All the part of the dashboard have the same functionalities.

1. Choose the part on which a dashboard is required.
2. Export all the data in a XLSX document to make your own graph.
3. Change the paramaters of the selected chart.

4. Export the chart as PNG
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Chapter 10. Record of processing activities

The menu is always accessible from the main view of MONARC:

1. To reach the ‘Record of processing activities’ menu, first, click on the contextual menu :| in
the upper right-hand corner.

Risk analysis s
Expand all [/
O\ Search an asset

A MyPrint [EN]

Wrap all

+ loT
-- + Printing depariment

+ Computer graphics department

+ GDPR legal obligations
Assets library ~
Q) Searchan asset.
+ Fundamentals
+ EBIOS

Information nsks

MyPrint [EN]
MyPrint [EN]

Operational risks

Risk threshold {on max CIA) @

g

O O Keywords

163 ||

information Som Sert directi

risks cament » QL) ¥ MAXrfisk v Descending
Impact Threat Vulnerability

Asset
c 1 A Label Prob, Label Existing controls Qualif,

s Althonsation
User Forging of
workstations 1 3 2 rights 3 :'Saﬂr;ifdmenl Mo access control 5

2. Then, from the dropdown-menu choose Record of processing activites

Impact

Risk analysis L
Expand all Wrap all
Q Searchan asset Information risks
ﬁ MyPrint [EN]
+ o1 163
+ Frinting deparimeni infﬁrmatian
+ Compufer graphics department riShS
+ GODPR legal obligations
Assels library ~
Assel
Q, Search an asser c o
+ Fundamentals ser
+ EBIOS wirketaions o

NC3 Luxembourg

MyPrint [EN]
My Print [EM]

Operational risks

Risk threshodd (on max ClA) @ O
LOJN. 4
Threat
Label Prob. Label
Authorisation
;;;gul;ng of 3 management
i flawned

O . Keywords

MAX nsk v  Dest

Risk analysis

Dashboard

Evaluation scales

Knowledge base

Interviews table

Vulierability

Record of processing activities

Existing controls

No @ccess control

Statement of applicability

Snapshots

The main goal of this functionality is to help companies to have a list of their
processing activities to help to be compliant with GDPR
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Chapter 11. How to record a processing
activity?

To create a processing activity, click on the + sign in the top right-hand corner of the screen:

= Home > CASES Model Risk Analysis > Record of processing activities

Record of processing activities

You can create a new processing activity by:

1. Importing a JSON file previously exported from MONARC

2. or Creating it from an existing one

If you create a processing activity without importing it, you have to set a label.

Add a processing X

o & Import from file

Manual creation

© .
- ]

Cancel

The first processing activity is now created. According to the GDPR you can now:
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= Home > MyPrint > Record of processing activities

1

Record of processing activities

Processing activity 1

Description o

Actors

Categories of data subjects and personal data

Recipients

International transfers

Processors

1. Fill six categories (Description, Actors, Categories of data subjects and personal data, Recipients,
International transfers, Processors)

You can also :

2. Download informations of all the processecing activities.

3. Create a new processing activity.

4. Download informations of the selected processecing activity.
5. Delete the selected processing activity.

6. Show or hide a category.

11.1. Description

In this section you have the general information about the selected processing activity:
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= Home > MyPrint > Record of processing activities
1 2
Record of processing activities

My processing activity

Description

Name My processing activity o

Creation date 20190826 o

Update date 20190826 e

Purpose(s) Le but et ge gerer es utiisateurs de yPrint ()
Technical security measures
-HTTPS

Security measures  ~ S2CKUP

Organisational Secuity measure
- Information Security Policy

Actors
Categories of data subjects and personal data

Recipients

International transfers

Processors

Edit the name of the selected processecing activity.
See the date of creation (automaticly filled by MONARC).
See the date of last update (automaticly filled by MONARC).

Fill the purpose of the processecing activity.

SR A

Describe the main security measures.

o To edit a field, you just have to click in the corresponding area to enable the
edition and click outside to save your work.

11.2. Actors

In this section you have the actors about the selected processing activity:

= Home > > Record of processing activities

q

Record of processing activities b4
My processing activity Q
Description ¥ B3 v
Actors -~
Actor Name Contact
1234 boulevard of ihe _
Controller MyCompany X L-000 Luxembourg (]
info@mycompany
Data _
protection My DPO X myapo@mycompany e (]
officer
Representative | o
Joint My DPO
controllers
20 MyCompany
Categories of data subjects and personal data v
Recipients v
International transfers v
Processors v
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1. Just click inside to edit and outside to save.
2. Before creating an actor, you can choose one from the existing ones.
3. Delete the corresponding fields of the array.

4. You can create several joint controller for one processing activities.

11.3. Categories of data subjects and personal data
In this section you have the actors about the selected processing activity:

= Home 3 MyPrint 5> Record of processing activities

1 2

Record of processing activities

My processing activity

Description
Actors

Categories of data subjects and personal data (1]

Gategories of data subject Gategories of personal data Description Duration of data retention Description of retention period

P — o

wprntusers @) Those information are necessary to access the service monin(s) v The data i stored 2 monihs afer e request (o close

the space.
(3]

Recipients

International transfers

Processors

1. Add several type of data subjects.

2. Categories of data subjects, Description and Description of retention period are standard
editable field.

3. Just type the category of personal data and press enter to save it.
4. Set the number for the retention and choose the duration in the drop-down list.

5. Delete the corresponding type of data subjects.

11.4. Recipients

In this section you have the recipients about the selected processing activity:
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= Home > MyPrint > Record of processing activities

1

Record of processing activities

My processing activity

Description
Actors

Categories of data subjects and personal data

Recipients (1]

Recipient Recipient type Description

MyCompany  (€)) X Intemal v The data are processed internally. ()

(3]

International transfers

Processors

. Add several type of data subjects.

. Use arecipient from the drop-down list or create a new one.

1
2
3. Set the recipient type from the drop-down list.
4. Description is a standard editable field.

5

. Delete the corresponding recipient.

11.5. International transfers
In this section you can add an international transfer for the selected processing activity:

= Home > MyPrint > Record of processing activities

Record of processing activities

My processing activity

Description
Actors
Categories of data subjects and personal data

Recipients

International transters £ €

Organisation Description Country Documents

2]

Processors

1. Add one more international transfer.

2. Organisation, description, country and documents are standard editable field.

NC3 Luxembourg
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3. Delete the corresponding international transfer.

11.6. Processors

In this section you can manage the processors for the selected processing activity:

Record of processing activities L]
My processing activity
Q
Description ¥ 5§ v
Actors v
Categories of data subjects and personal data v
Recipients v
International transfers v
Processors |3 ) ~
My processor 9 g(
Name €) 1y processor
info@myprocessor
Contact 1234 boulevard of ihe
L-000 Luxembourg
Activity(s) Server management
Security measures  Backup
Actors ~
Actor Name Contact
Representative myoro € X mydpo@mycompany (4]

Data protection officer

1. Add one more processor and feel free to select an existing one or create a new one.
2. Name, Contact, Activity and security measures are standard editable field.

3. Use an actor from the drop-down list or create a new one.

4. Delete the corresponding actor.

5. Detach the processor from the selected processing activity.
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The Interviews table is used during risk analysis to document the various interviews conducted to
gather information for the final report. Key details such as dates and interviewees can be included,

ensuring a comprehensive and organized report.

The Interviews menu is always accessible from the main view of MONARC:

1. To reach the Interviews menu, first, click on the contextual menu : | in the upper right-hand

corner.
Risk analysis . .
MyPrint [EN] .
Expandall / Wrapal MyPrint [EN) ¢

q Search an asset

A MyPrint [EN]
loT 163

Information rsks Operational risks

Risk threshold (on max CIA) @

O O . Keywords

+
-- + Printing department information Ze Sort directio
+ Compuler graphics department | risks ftreaiment  w O\, 9 i MAX risk v Descending =~
+ GODPR legal obligations
Assets library . Impact Threat Vulnerability
Asset
q Search an asset... c 1 A Label Prob. Label Existing controls Qualif.
. Authorisation
+| Fundamentais Us.;: tati 1 3 2 Forrl%mg of 3 management No access control 5
+ EBIOS worksiations fignts ig flawed

1. Then, from the dropdown-menu, choose the menu Interviews table.

Risk analysis o . ,
' CASES Model Risk Analysis .
Expandall / Wrapal CASES Model Risk Analysis -
O-\ Search an asset ; ! peratio 5
Information risks Cperational risks
4 CASES Model Risk Analysis
Risk threshold (on max ClA) —
+ Depariment 5 @ O O . Keywords
R information tortd
Assets library A . - )
: ‘ risks O ¥ maxsk
Q Search an asset L
+ Fundamentals Impact Threat Vulnerability
+ EBIOS Assel
c 1A Label Prob. Label Existing controls
Theft or -
. The principla
Archive ouie- g o of least
raem documents or ﬁg'l“a";ﬁ;
equinment

1. Click on the link Add an interview.
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Interviews table X

« Add an interview 0

Date Department / People Contents Actions

1. The Interviews table window opens.

Interviews table

- Add an interview

g
=]
!'\.!
=
]
(]
o

Date Department | People Contents Actions

Some information has to be entered

1. Fill out the Date.

2. Give the Names of the people or the name of the department participate in the interview.

3. Enter the Contents covered.
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Interviews table

- Add an interview

Drate {July 10, 2015 Week 3: First monsh,

Sept 30, 2024

Finance Department

First Interview

Create an interview

Date Department | People Contents Actions

Once all the fields are filled, click on the link Create an interview. The Interview table popup
appears with the data you provided in the previous screen.

Interviews table

» Add an interview

Date Department | People Contents Actions
Sept 30, 2024 Finance Department First Interview ,‘ i
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Chapter 13. Snapshots

Snapshots allow you to create a full backup for analysis.

o It is a function to be used regularly throughout the process, both before and after
major changes, as it provides the only way to track and reference those changes.

The menu is always accessible from the main view of MONARC:

To reach the Snapshot functionality, first, click on the contextual menu : | in the upper right-hand

corner.

Risk analysis ~
Expand all / Wrapall
Q Search an asset

A MyPrint [EN]

r== 4 10T

r-- + Printing depariment

e[ Computer graphics department
--- + GDPR legal obligations

Assets library ~
Q Search an asset...
+ Fundamentals

+ EBIOS

MyPrint [EN]

MyPrint [EN]

g

163 Risk threshold {on max CIA) @ O O . Keywords

St o

Information risks Operational risks

infarmation

risks doftreamment » Q £y ¥ MAX risk v Descending ~
Impact Threat Vulnerability
Asset
cC 1 A Label Prob. Label Existing controls Qualif,
. Authorisation
User Forging of
: 1 3 2 . 3 management  No access control 5

workstations rights is flawed

Then, from the dropdown-menu, choose Snapshots.

Risk analysis E .
- CASES Model Risk Analysis ¢ | Riskanalysis
Expandall /  Wrap &l CASES Model Risk Analysis [ ]
Dashboard
Q, Searchan assel Information risks Operational risks
Evaluation scales
# CASES Model Risk Analysis
Risk Inreshokd (on max C14) (@) O @) —
+ Depariment 5 . - Knowledge base
R information a4
ssets library -~ . - 3 2k -
risks O 3 Rl e nterviews table
O\ Search an asset
+ Fundamentals Impact Threat Vulnerability Record of processing activities
Asset
+| EBIOS cC 1A Label Prob, Label Existing controls
Statement of applicability
Theft o :
) destruction of The principle
Archive | Lol . of least Snapshots
foom documants ar privilege is
aliinmant not applied

The following pop-up appears:
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SHEV S X

Add a snapshot

Sotional comment Create a snapshot

List of available snapshots

Date Author Comment Actions

First, name your snapshot, then click on ‘Create a snapshot’ so you can create a backup of your
project.

Snapshots X

Add a snapshot

First snapshot o Create a snapshot e

List of available snapshaots

Date Author Comment Actions

Once you clicked on ‘Create a snapshot’, the following screen appears showing the date and time
when you created the snapshot. The table also shows your name and your comment (if you add a
comment in the previous screen).
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SHE S X

Add a snapshot

First snapshot Create a snapshot

List of available snapshots

Date Author Comment Actions

2024-09-30 15:35:40 I it cnapsnor ® 9 B

You can do the following actions:

1. View the snapshot
2. Restore the snapshot. Caution: this option will overwrite the current analysis!
3. Delete the snapshot you created.
When you leave the popup window by clicking on the ‘X’ in the upper right-hand corner, you will

see the snapshot view. A message informs you that you are curently on a snapshot and you cannot
make any changes.

Click on the ‘Return to risk analysis’ link to back to your risk analysis.

You are currently on a snapshot, no changes will be possible.

Risk analysis S . .
T [SNAP] CASES Model Risk Analysis : :
ASES Model Risk Analysi B o)
Expand all [ ‘Wrap all CASES Model Risk Analysis .
Q SEArch an asset Information risks Operational risks

A [SNAP] CASES Model Risk A

Risk threshold (on max CIA)
+ Department 5 @ O O . (eywords

; iﬂfﬂrmation ) s ot . Sort direct :-
Assels library ~ ' risks kndoivestment « Q 45 & MAXfisk = Descending
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Chapter 14. Managing the Implementation
Treatment Plan

To create an Implementation and Treatment Plan, first click on number 4, then click on the link
‘Management of the implementation of the risk treatment plan’ in the popup appears:

Home > MyPrint [EN] > Implementation of the risk treatment plan

e

sK analysis ~ . i itori
Implementati Implementation and monitoring

Expandall /!  ‘Wrap all
Management ol the implementation of the risk reatment plan

O\ SEAMCH an asien ‘D Open the I Deliverable: Implementation Plan i

A& MyPrint [EN] (Ej Recommendation Imp. Comment Manager Deadline Status  Actions

laT

Printing departmeant @ Rec 12 —_— E

Computer graphics depariment Designate a DPO compliant with the GDPR Coming

GODPR legal obligations

This view goes beyond the ISO/IEC 27005, as it enables the user to manage the follow-up to the
implementation of the measures.

Risk analysis ~ \ . E
Implementation of the risk treatment plan

Expandal [ Wapall £3) Open the implementation history

& Q0 0 0 © 0 0

M MyPrint [EN] @ Recommendation Imp. Comment Manager Deadline Status  Actions
+ loT -
Rec 12
+ o o Py
Erinting dr.parb‘n.l.nt Designate a DFO compliant with - Caoming E
+ Computer graphics department the GOPR X
+ GDOPR legal abhgations

Assets library ~ Rec 10

QU Sesich an s e X | 3

1. This is a recommandation established before.

2. Importance

3. You can put a comment for the implementation of the recommendation.

4. For each recommendation you can set a manager.

5. For each recommendation you can set a deadline. By clicking on the down-pointing triangle (in

the upper right corner of the cell), you can open a calendar and set a different deadline.
6. Status of Implementation.

7. In the Actions column, click on the relevant icon [4 to implement the recommendation and
switch on the following view. By clicking on the icon in the second row (Rec 3), the following
screen appears:
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e

Risk anslyais - & Back to the lis!

Expand all [ ‘Wrap &ll

Q e e e Rec 3
S Provide access by badge and write a note prohibiting the door from being blocked. :

A MyPrint [EN]

. - Current Hew Residual .
+| 1T Asset Threat Vulnerability Existing controls risk controls Fisk Actions
+ Printing deparmant
] MD36 - Theft or destruction | 1182 - Flaws in the The server room

+ Computer graphics dapartment Datacenter of madia, documents or physical access door is locked 20 0 g
+ GDPR legal cbligations aguipment boundaras Never closead

@ (2]

The screen provides information on the chosen asset, the threat and the vulnerability related to it,
and the controls already implemented. You can set a new control (1) and launch the validation of it
by clicking on the checkmark icon.

1. Set the new control, now in place. It will replace the old one in the risk analysis and replace the
old current risk by the residual risk.
2. Launches the pop-up validation of the update below by clicking on the icon @

To set a new control, click inside the cell in the column ‘New controls’ and give a new value (1), then
click on the checkmark (2) to validate it.

Risk analysis -~ € Back to the list B
Expandall |/ ‘Wrap al
QU et an s Rec 3
T Provide access by badge and write a note prohibiting the door from being blocked.
A MyPrint [EN]
7 loT Asset Threat Vulnerability Existing controls c'::::“‘ New controls Refif;“" Actions
+ Printing department -
+ Computer graghics depariment E
+ GDPR legal coligations MD36 - Theft or 1182 - Flaws in the Thi Sarvar roam
Datacenter  destruction of media, physical access door is locked. 20 0 e
Assets library ~ documents or equipment  boundaries Mever closed
Camrrh arn ae + ‘4
Q wearch an asse

(1] (2]

The following popup appears. At the top of the window, (area bounded on a blue background) you
can read the summary about the asset, the threat and the vulnerability. Below, you can add an
optional comment. As the final step, click on the ‘Validate’ link to save your changes.
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Rec 3 - Provide access by badge and write a note prohibiting the door from being blocked. X

You are about to validate the implementation of recommendation Rec 3 - Provide access by badge and write a note prohibiting the door from
being blocked. for the following risk:

Asset: Datacenter o
Threat: Theft or destruction of media, documents or equipment
Vulnerability: Flaws in the physical access boundaries

You can also provide a comment here (optional) e

@

Cancel Validate

Once you click on the Validation link, the application takes you back to the ‘Implementation of the
risk treatment plan’ screen. The changed recommendation (Rec 3) is removed from the list.

LL Y ]

Implementation of the risk treatment plan

Recommendation 3 (Rec 3)

£1) Open the implementation history is missing from the list ¥
@ Recommendation Imp. Comment Manager Deadline Status  Actions
w

#=»  Rec12 -

© Designate a DE@-fompliant with the GDPR - % Coming 4

... Rec1t0

@ Implement rigorous access control including the " Coming E
need to know X

Now, you can follow the same procedure for each recommendation. After that go to your risk
analysis and make a second iteration.

After validation, the risk concerned becomes the current risk; the recommendation is deleted from
the risk concerned.

All validations are stored in history and can be consulted. Click on the link ‘Open the
implementation history’ to get a list of those recommendation you have already handled. Since I
only modified one recommendation (Rec 3), there is only one item on the list:
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. . H
Implementation of the risk treatment plan

@ Open the implementation history -

’Gj Recommendation Imp. Comment Manager Deadline Status  Actions

2=+  Rec12 '

© Designate a DPO compliant with the GDPR " % coming [

_ . Rec10 -

@ Implement rigorous access control including the e Coming Z

need to know X

The table shows all relevant data regarding the past recommendations. You can go back to the
‘Implementation of the risk treatment plan’ if you click on the ‘Back to the list’ link in the top left-
hand corner. Click on the orange down-pointing arrow to export this table in CSV format.

LE Y ]

& Back to the list

Implementation history M
By Recommendation Risk Ingm‘xgﬂ;iO" DE;{S)I:E Efltsel:

Asset type: IT Room or Datacenter
Asset: Datacenter
Threat: Theft or destruction of

ee Re{: 3
Provide access by badge and write a

note prohibiting the door from being
blocked.

Comment:

Deadline:

Validation date: 01/10/2024
Manager:

media, documenis or equipment
Vulnerability: Flaws in the physical
access boundaries

Kind of treatment: Reduction
Existing controls: The server room
door is locked. Never closed.

New controls: The server room
door is locked. Mever closed.

You can also provide a

comment here (optional) 20 20

The risks treatment table preparation is an important step before starting the implementation of
the risks treatment plan. The goal is to prioritise the recommendations list by drag-and-drop and
move the most important recommendations to the top of the list.

The risk treatment table’s useful feature is the possibility to export the prepared list as a .csv file
and update the recommendation codes and descriptions on place in case of needs.
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Chapter 15. Global Dashboard

1. Overview

The Global Dashboard interacts with data stored on the Stats Service. It collects statistics for all
existing analyses of the instance daily and sends them to the Stats Service, where they are stored in
the database. If an analysis is removed, the corresponding statistical data is also deleted from the
Stats Service database. For more details on installing the Stats Service, please refer to our Technical
Guide,

The Stats Service can send anonymized statistical data (with no client or instance identifying
information) to a central repository called Global Statistics. The architecture of the services is
available here. By default, statistics sharingcis enabled and is intended to assist the Monarc
community in the future forecasting. However, this statistics sharing can be disabled (see point 5 -
Global Dashboard statistics sharing option).

2. Global dashboard access

The Global Dashboard can be accessed from the Home page of Monarc. There are two types of the
access, depending on the account privileges:

 If the account has "User" or "Administrator" permissions, the user will only be able to view
statistics for the analyses they have access to.

o If the account has "Global Dashboard" permission, the user can view statistics for all analyses
within the instance. There is also an option to configure the visibility of analyses (see number 2
in the yellow box).

3. Global Dashboard access account setting

First name * Last name *

° Antoine Martin
-

E-mail *
antoine.martin@myorg.com

Administrator

User

Global dashboard

Risk analysis label Permissions

4. Home page access

The Global Dashboard tab is visible on the Home page only if at least one analysis exists and the
Stats Service is set up.
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My risk analysis Zlobal dashboard

CASES Model Risk Analysis

CASES Model Risk Analysis - Created by || g @/ il

T 0
Created at 30/09%2024 13:52
MyPrint [EN]
MyPrint [EN] - Created by _ E oL LT B

Created at 19/04/2022 14:35

The Dashboard contains the analysis and the following icons to manage them:

Iy risk analysis Global dashboard

CASES Model Risk Analysis
CASES Model Risk Analysis - Created by _ ® O/ L T B

Created at 30/09/2024 13:52

MyPrint [EN]

Created at 19/04/2022 14:38

|
[

Language
Read and Write access (an eye icon)
Edit the Dashboard

Visible (blue icon) or not visible (grey icon) on the Global Dashboard

SR

Statistics data is collected (blue icon)/ommitted (grey icon)
5. Global Dashboard statistics sharing option

As shown in the screenshot below, you can disable statistics sharing for your instance. Click the
gear icon on the Home page, and choose ‘General settings’.
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= Home > Administration > General settings

General settings

Organization information
B Nl
—

Sharing statistics

-
il, | 1 agree

Update settings

6. Global Dashboard analyzes visibility setting

This option is accessible only to accounts with "Global Dashboard" permissions and can be found in
the top-right corner of any Global Dashboard chart tab. Only the selected analyses will be displayed
on the charts. On the Home page, click on the Global dashboard link, then on the gear icon
(Settings) in the top right-hand corner:

My risk analysis Global dashboard o

Information risks Operational risks Threats Vulnerabilities Carnography i
Current risks Residual risks
Chart type Filter by ik analysis Drisplay resadual nis Filtes by risk anabyss
Vertical Bar C... ~ 09,18, 2022-12-09-MyPrin... i Vertical Bar C. * 09,18 2022-12-09-MyPrin... = i

The Global Dashboard settings page will appear, allowing you to decide for each risk analysis
whether you want it to be displayed on the dashboard and whether statistics should be collected for
it.
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Global dashboard settings X

Risks analyzes Display on dashboard Collecting statistics

[SNAP] MyPrint [EN] O O

[SMNAP] Video Example

04-12-23_Formation_Monarc_FR_Hen l:l
06-12-23_FormationMonarc O
06-12-23_FormationMOMNARC_Ana D

7. Global Dashboard statistics overview

On the left, you can see the Current risks analyses, whereas on the right, the Residual risks
analyses.

My risk analysis Global dashboard
Information risks Operational risks Threats Vulnerabilities Cartography 3 ¢
Current risks Residual risks
Vertical Bar Chart » 09,18, 2023-02-03-Tes(2, 2023-... = 1 Vertical Bar Chart » 09,18, 2022-12-09-MyFrimEnd,... - i
(® Stacked () Grouped @ Stacked () Groupsd
o . Low risks . Mlediun risss . High nsks. e . Lo nisks . Medium risks . High rigks

Decide what kind of chart type you want to get Vertical Bar Chart, Horizontal Bar Chart, or Daily
Records)

My risk analysis Global dashboard

Information risks Operational risks Threats Vulnerabilities

Current risks

Filtar by risk ana

Vertical Bar Chart 09,18, 2023-02-03-Test2, 2023-.. v ¥

¥SIE

Horizontal Bar Chart

Daily Records Low risks . Medium risks . High nsks

Filter by risk analysis: You can decide wich risk analysis should be shown on the Dashboard
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Information risks

Current risks

™ —
Lnhar type

Vertical Bar Chart

(@) Stacked () Group

220
200
180

160

144

Global dashboard

Operational risks Threats Vulnerabilities

FHLET OV NSK analrsis

v2024-10-25

Cartograj

2023-05-31-TEST

2023-05-31-Training-MyPrint

2023-06-01

2023-12-18-001

2023-12-19-002

O8O0 00N

2024-08-14-1

2024-08-22

1. You can export the chart as a PNG file

2. You can decide whether you want to see the risks stacked or grouped on the chart

3. By ticking the checkbox in front of them, you can decide whether you want to see the Low risks,
Medium risks or High risks (or all of them)

In the below screenshot, only the medium and high risks are shown on a vertical bar chart:
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Current risks

Ch=r Edicr b

Chan typ= =r by risk analysis

Verlical Bar Chart « 09,18, 2023-02-03-Test2, 2023-_. - i

@) Stacked () Grouped

|:| Low risks . Medium rigis . High rigks

140
133
130
120
110

100

8o 58 58

36 3636 35389 I35 28psEEE 35

| | 19
A VAR }

5l | 55 |5

w1

EIERINRLE
NSRS, N Y

.I ! l.I 1 L ;
P e e

Here are some examples of charts generated from comparisons of different analyses. *
Informational risks. The stats represents comparison of the informational risks of all the available
analyzes.
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My risk analysis Global dashboard

Information risks Operational risks Threats Vulnerabilities

Cartography

le

Current risks Residual risks

Chart type
Vertical Bar Chart -

Filtr by risk analysis Display resicua risks by

Vertical Bar Chart -

Filtor by isk analysis
Anr123, ImportToCompareWith261, ModelBel, Modgle vi... v ¥ Anr123, ImportToCompareWith261, ModelBel, Modgle vi... v ¥

@ Stacked O Grouped @ Stacked O Grouped

I Hiohrisks | Modumisks  Lowrisks

[ vighrisks | Mediumrisks | Lowrisks
o

o
0 o o o 0o o
o B B o Jo oo
o m o =
-

w© o
» "
- o
© ©
w© o
© ©
N » N »
w© w©

2 B I PR B ) ) 5 BB 1 P )

I N s e N e e S e e e e e e P ol i e

T, g T, o, ey e, Y B B, B B B e T, o P, T, P M B B T B By, B B 2 e

% X o s % X s, %, %, 2, b,
By T e, T e, P, %, e By, Ty 0, s e, My,
7, d % %, %, % O, % %, o % " 0 %, %, %, %% %, 7, % %
oy, Y % 2, %, 2 % %,
o s, 5, s, 7%, ",
> ” . 4 ” .

* Operational risks. The stats represents comparison of the operational risks of all the available
analyzes.

Home B
My risk analysis Global dashboard
Information risks Operational risks Threats Vulnerabilties Cartography 3
Current risks Residual risks
Crartypo Fitr by sk analysis Dispay resiual sks by Fitr by sk analysis
Vertical Bar Chart ¥ Anr123, ImportToCompareWith261, ModelBel, Modéle vi... ¥ ! Vertical Bar Chart ¥ Anr123, ImportToCompareWith261, ModelBel, Modéle vi... ¥ !
@ Stacked O Grouped @ Stacked O Grouped
[ ion ke | medumrisis | Lowrisks I ion ke [ mesumrisis | Lowrisks
800 778 800 778
700 700
600 600
500 500
400 00
300 300
200 200
100 100
62 62 6 2 6 &
2 2 2 2 2 = 2 % 2 =
0o ™ o 0 0 | | KN | n 0 n 0 [ o 0 0 [ o 0 (] 0 o
I P e s v P e P o P R e e e e e A e L LY.
T, e 0, T %, @w%@% N %, «,4, %, %0, @% % % ol e, S, o T B, Ry By By, B B B B B % e
> "6% % %y, \y‘%&&% Sy, 7, 2%, %,,b s/]%%/ % % > %oo % e, Sy, T, ", %, e, %, %o o%/,%%/ /z% ", %,
3 % o, o, V7 ’/ ", 3 Ky ty, oy Y gy oy, My O R % %
%, v % ke % %, > % 7 T, % N
", ! 2, ", 7 S %,
Y, KY K KN s, e,
> S K4 ’ &,

* Threats. Threats can be shown as per their probability, occurrence, or their maximum
associated risk level as an overview or as per a daily records view. You can also filter among the
threats by providing a start and end date and you can export the charts as a PNG file.
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* Vulnerabilities. The vulnerabilities overview shows vulnerabilities
occurrence, and Max. associated risk level.

My risk analysis Global dashboard
nformation risks Qperational risks Threats Vulnerabilities Cartography
Probabdity *  Owerview * Label
Abuze of 1g0t ch ol i (Eiam Breach of perkannel aailabicy Somumen ol daia
PR Bakty
4= 4= 44 &
3 = 3
2--&“—\[’7 ] I—l 2 I_ R
1= 1= 1= 1
o T T n o T T n o T T W o T T n
Aligrust Sepiember  Octooer Augrust Sepiember  Octoder August Sepiember  October Augrust September  Octoder
Dt Som uniruitaniny bouices B 1 Bstian Destncton of squgmant of Eagiug
Bneety

as per their qualification,

Iy risk analysis Global dashboard

nformation risks Operational risks Threats Vulnerabilties Cartography
Oecuirence *  Dwerview = Label -

Asmass poir aliswing unliaful Acceis rghl management furctong Assidenial manipulation: A pehnical
aEvesgrocging 1D com = oF CrapnizINCrY ST CpUSET 3
of producing an ermr eeemugtion of an assat
0= 0= ] 10
- L LB -1
o T T 1 a T T n o T T n Q T T 1
August Sapiembaer Cctobar August September October August Sapember Octobar August Saplember Cotober

» Cartography. Matrix with the average analyzes levels based on impact and likelihood.
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My risk analysis Global dashboard
Information risks Operational risks Threats Vulnerabilities Cartography .4
Type of isks

Information risks

Current risks ¥ Residual risks ¥

Likelivood Likeliood
3 5
-4 g
E E
° ° o
(@) 1mporTocomparewitze1 (@) Modste vierge (@ myPrint(EN] (@) 1mportTocomparewinzst (@) wosle vierge @ wyPrint(en)
@ Tespinien @ resForimpormyPrnn @ Tesotimpon

@ Tesmpen @ TesFormpotyinen @ Testipon
@ Tesotmporz

@ Testonmporz
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